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1. Introduction

Autonomous vessels need to operate with the support of entire smart syst¢ermesan and Friess
2013). The industry involved in the despient of autonomous vesselsaware about this ancre
constantly investingto create smart autonomous maritime systenfTeivainen2017). Safety
represents an essential aspect for ensuring the correct functioning of such a system. Autonomous
vessels have the initial expectation that they have to be at least as safe as the most adwanced

ships (Radseth and Burmeister, 2015; datoet al. 2017)AlyVESI Smart City Ferries is1d&R&D and
innovation project between cities, technology companies and universities. The aim is to research and
develop new solutions and services for intelligent transport. The project enables companies to
develop new business ithe marine technology and ICT sectprat the same time keepg
management and design of safety as one of the main priorities.

This report introducesa systemic process for an initial hazard analysis in the operative context of
autonomous vesselsThe procesdacilitates executing an initial analysis of safety hazards in the
earliest design phase before the planning of ship design, materials, structures, components, systems
and the services linked to the functioningasfautonomots vessel. The process atterspd produce
information to make the systematic integration of safety controls that need to be implemented in an
initial safety management strategy.

In this report, he process is applied to analyfiee safety hazards in the foreseen functioning of two
concepts of autonomous ferries operating in urban waterways in and near the city of Turku in Finland.
The process first identifies the main type of accidents and hazards in the operational conteedef t
ferries. It then proposes higlevel safety controls to mitigate the hazardgdgarevent these accidents.
Thecontrols are subsequently used as a basis for developing an initial safety management strategy
for autonomous ferries and their operationaystem. This provides a systematic representation of
safety controls in the operative context of autonomous ferries.

The full process is composed of five different steps to elaborate a systematic analysis of hazards and
to define safety controls for mitigaeng and preventing the identified hazards. These controls are the
basis of the initial safety management strategy of autonomous vessels and their operational system.
This initial safety management strategy provides itemized information that is relégaptaming,
desigringand construdngautonomous vessehndtheir entire operational systenThe execution of

steps one to four producs itemized information that is systematically connected. Step five focuses

on representing the main components emerdeom the analysis: the hazards, their safety controls,

the logic principle of the safety controls, and the link to the accidents that these listed components
aim to prevent or respond tolhe entire process is described in Section 3.2



2. Background

Thehazard analysis presented in this study focuses on two specific concepts of autonomous ferries
for urban transport.

Autonomous ferry “A”

This first concept has aission to transport passengeasross the Aura River in the city of Turkbe
distance naigated by this ferry is about 100 meters in total. The total passenger capacity for this
autonomous ferry is not yet defined but current ferries (man controlled) with similar missiaihe
same operational area have a maximum capacity of 75 passenderapérational function of the
ferries is described as follows:

a) Pasengers board the ferry while sledocked
b) The boarding process is finalized
b.1) The access gatm the pier is closed
b.2) The access doonthe vessel in closed
c) The ferry undocks
d) Theferry begins hevoyage
e) The ferry reachsthe other side of tle river and docks
) The passengers disembark the ferry (after thi

Autonomous ferry “B"”

This second concept has the mission to transport pasgsrigen downtown Turku tathe Island of

RuissaloThe ferry will navigate in the river Aura, navigate through a sheltered seaf@reashort

time, and reach hedestination in Ruissalo. The distance navigated is around 8Sltkenpassenger

capacityin this concet has not yetbeen defined neither, but the estimated passenger capacity is
about 120 passengers The operational function of the ferry



3. ProposedProcess foHazardAnalysis

3.1 Process foundations

The process dodinalysisproposedin this report,is based on a safety engineering approach linked to
the System Theoretic Process Analysis (STPA) included within the Sy$tesnsetic Accident
Modelling andProcesses (STAMP) (Leveson, 2011). STAMBvsapproach talepict and review the
function of safety from a systemic perspective. It analyses accidents by making a review of the entire
socictechnical system (Chatzimichailidand Dokas2015). STAMProvides asystemic way to model
safety for produaig a better understanding about how accidents occur and how they can be
prevented (Fleming et al2013.

STAMP promotes hazard analysiat goesbeyond componentailures. This is supported with the

STPAa hazard analysis technique that identifies accident scendhias encompass the entire
accident process by including design errors, component interactions, and other social, organizational,
and management factors in the analysis (Leveson, 2011). Previously, both STAMP and STPA have been
satisfactorily applied in #nanalysis of safety of autonomous systems in other transportation domains
such as the automobile and aviation industries (Chen et al. 2015; Hinchman et al. 2012; Oscarsson et
al. 2016).

The proposed process focuses on deffpiaccidents that can occur ia specific mission and
operational context of an autonomous vessel. It identifies and analyses hazards that can lead to
defined accidents. The process is extended to incorpaaatescription of the hazardsausal factors,

and a comprehensive definition and review of potential actions to mitigate the risk. The process
includes a systematic representation of safety controls amdinitial definition of the safety
management strategy.

The proposedorocess forhazard analysis iperformed based on the availablenowledge, which
consists of judgments and assumptions. The purpose is to provide a systematic and itemized initial list
of safety controls in order to establish a consistent initial safety managemeategy for further
development in later design stages.



3.2The hazard analysis process

3.2.1Step one:Definition of accidents and identification of hazards:

Step onedefines the types of accidents covered in thanalysis. For this purpose, we define the
concept of accident in accordance with Valdez Banda and Goerlandt (2017):

Accident represents an undesired and unplanned event that sdgudt loss and affectations,
including loss of human life or injury, pesty damage, equipment damage or environmental
pollution, delays in the system operations and repair costs.

The accident identification consists of specifying the accidgpés, whichmay cause the specified
effects on the operational functioning of the autonomous vessel. In this initial analysis phase, the
identification of accidents focuses on determining and describing the most caticadents, which

the safety controlsand theinitial safety management strategy aitm prevent and/or provide a post
accidental responst.

The hazard identification focuses on the definition of thdeaards, whicltan lead to the defined
accidents. The aim is to detect a certain system stateebofkconditions, which in a particular set of
worst-case conditions in the operational context, lead to the defined accidents (Leveson, 2011). This
enables the development of the initial systematic connection between the accidents and their linked
hazards

3.2.2Step two:Detailed hazard description and initial definition of mitigation actions:

Sep two elaboratesdetailed descriptions and effects of the hazards, providing a comprehensive
argumentation about the relevancy of specific hazards, and atgtia¢ estimation of their potential
severity and type of consequences.

This step continues with the identification of potential causal factors of the hazard. This describes the
hazard as a combination of system state and conditions that could influence the effect of the hazard
occurrence.

Thesecondstep concludes with identiingthe possibldhazard mitigation actionsT his part is &sential

to represent the initial specifications of the safety controls, which are the core element of the initial
safety management strategy (Leveson et al. 2009). Thetgation strategiesre flexible to include
diverse forms of mitigation actionsncluding for examplethe implementation of technology,
management procedures, reviewand testing programs. The aim is to create an extensive and
coherent list of mitigation actionsAt this point, tre actionshave to be preliminary assessed to
estimate the complexity and costs of their actual implementation. Finally, each mitigation action has
to be categorized based on their intended mitigatioontrol strategy. For this, thprocess includes

the following four categories:

i.  The defined mitigation action attempts to reduce the damage if the accident occurs
i.  The defined mitigation action attempts to reduce the likelihood that the hazard results in an
accident.
iii.  The defined mitigation action attempts todace the likelihood that the hazard will occur.
iv.  The defined mitigation action attempts to completely eliminate the hazard



3.2.33ep three: Definition of the safety controls:

Step three focusesn defining safety controls based on the adoptmitigation actions. This task
demands the review and prioritization of mitigations actions that will be further developed as the
safety controls of the initial safety management strateghe aim is to assess if the safety controls are
objective and releviat before continuingtheir analysis and development into the initial safety
management strategy of the autonomous vessel.

3.2.4Sep four: Identification of unsafe control actions (UCAS) and redefinition of the
safety controls

The identification of UCAs and redefinition of the safety controls are executed by followilgy e
analysis procesd he objective is t@nalyse each hazard anthe safety controlsdefined to it. The
phasesf the STPA process are:

a) For each defined saty control, identify unsafe control actions (UCAs) that could lead to a
hazardous state in the system. Hazardous states result from inadequate controls or
enforcement of the safety control. These can occur because:

- A control action for safety is not praléd or followed

- An unsafe control action is provided

- A safety control is provided too early or too late

- A safety control is stopped too soon or applied too long

b) Define why and how UCAs could occur
- Examine the elements included in the functioning of thiegacontrol
- Consider how the safety control could degrade over the time

c) The STPA procesxludesa redefinition of the function of the safety control. & hedefinition
states how the safety control mitigates the identified UCAs. This provides a clear definition of
the actual logic principle behind the functioning of the safety control.

3.2.53ep five: Representation of the initial safety management strategy

The execution of step one to step four produce itemized information that is systematically connected.
Step five focuses on representing the main components emerged from the analydisztivels, their
safety controlsthe safety controls logic principlend the link to the accidents that these listed
components aim to prevent or respond to. This step provides a detailed representation of the initial
safety management strategy of the autonomous vessel.



4. Process application

4.1 Expert consultation

Inorder to apply the proposed process to analyse the hazards of the described Ferry A and B, experts
in different industry domains were consulteAppendix ldescribes thebackground and expertise
areas for each partipatingexpert.

Initially, two expertgexperts A and Bdxecuted s¢ps ore and two of the process, whigiroduced
preliminary informatiorfor the following steps

A goup of expertswith specializabn and knowledgén fieldsrelevantto the initial hazard mitigation
actions recognized in gbs one and twocontinued the process. They executed steps three and four
in four separate workshops. In theorkshops,preliminary information wawvalidated andanalysed
further.

Step five was executed by one expérkpert B) Expert Bcompiled the information gathered in the
procesdo a representation of the initial safety management stratéfghble 1 presents the tasigé/en
for the experts in in process application.

Tablel. Taskdescriptiondfor the experts

Process Task
Step
One Define accidents and identifpe hazards that can lead todim:

1 Are the defined accidents the most relevant for analysis?

9 Isthe list of identified hazards complete?

Two a) ExecuteSTAMPpreliminary hazard analysier each hazard identified in step one

b) Review the preliminary hazard analysis by answethe following questions:

1 Is the hazard description relevant and accurate?

1 Isthe list of the causal factors sensible?

1 Are the mitigation actions relevant?

1

1

Is there any other mitigation action to lecluded?
Do you agree with the scales given to the cost/difficulty and the categorization o
mitigation control actions?

Three | Based on the mitigation actions, define which of these should be further analysed and red
as safety contrad

Four | STPA implementation

a) Define potential unsafe control actions for each safety control. Consider the following as
The function of the safety control is not provided and/or enough

Theprovision of thesafety control $unctioniswrong

The function of the safety control is providatithe wrong time

The function of the safety control is provided for too long or too short

b) Define the potential causes of the unsafe controlled actions (UCAS)

¢) Redefine the safety control and specify how itigdtes the hazard and the defined UCAs
Five | Representation of the initial safety management strategy

=A =4 -4 =4




4.2 Process application outcome

4.2.1 Accident types anddentification of hazards step one

Accident

Hazards

1. Allision with a pier

H1.
H2.
H3.
H4.
H5.
H6.

Objectdetection sensor error

Al software failure

Technical fault (e.g. mechanical failure)
Heavy weather/sea conditions

Strong currents

Position reference equipment failure

2. Collision with a moving object

2.1 Collision with anotheressel

H1.
H2.
H3.

Object detection sensor error
Al software failure
Technical fault (e.g. mechanical fault)

2.2 Collision with a small moving targ
(e.g. canoe, SUBvard, etc.)

H1.
H2.
H3.

Object detection sensor error
Al software failure
Technical fhire (e.g. mechanical failure)

3. Collision with a fixed object (e.l
buoys, beacons, etc.)

H1.
H2.
H3.
H4.
H5.
H6.

Object detection sensor error

Al software failure

Technical fault (e.g. mechanical failure)
Heavy weather/sea conditions

Strong currents

Paition reference equipment failure

. Grounding

H2.
H3.
H6.
H4.
H5.

Al software failure

Technical failure (e.g. mechanical failure)
Position reference equipment failure
Heavy weather/sea conditions

Strong currents

. Bottom touch

H2.
H3.
H6.
H4.
H5.

Al software failure

Technical failure (e.g. mechanical failure)
Position reference equipment failure
Heavy weather/sea conditions

Strong currents

. Capsizing/ Sinking

H7.
H8.
H9.

Overloading of the vessel
Shifting of weights
Flooding

. Fire on board

H10
H11

. gnition of electrical equipment or wiring
. Passenger starting a fire

8. Man over board

H12.
H13.

Unintended falling overboard
Intended jumping overboard

9. Medical emergency on board

H14.
H15.

Person(s) getting injured
Person(s) medical condition

10. Medical emergency on pier

H14

H15.

. Person(s) getting injured
Person(s) medical condition




4.2.2 Steps 2 to 4: detailed hazard description, definition of safety contratkentification
of unsafe control actions (UCAahd redefinition of the safety controls

Hazard 1. Object detection sensor error

Hazard H1. Object detection sensor error
Hazard effect/ Provide extra details regarding the designated severity rating
description In case of object detection sensor errthre information about objects around the vesse

not reliable and thus the vessel may not be able to navigate safely and avoid collisio
moving objects according to the rules of the road or collisions with fixed objects.

This hazard may not affette ship operation significantly in most cases, but in a more se
scenario, the hazard can have a negative impact on people, property, and environmen
result in injuries, loss of human life, severe damage or loss of property (own and
property) and environmental effects such as oil spills or other damagensiitive sea arsa

Causal factors

Describe the hazard as system state. What conditions could influence the effect of the
occurrence?

- Loss of power

- Equipment malfunction

- Dirt

- Icing

- Overheating

- Equipment interference

- Inappropriate maintenance

- Incorrect sensor set and/or positioning of the sensors
- Targets impossible to detect

- Interference

- Corrupted readings

- Complete equipment failure

Mitigation strategy Cost/Difficulty Priority (24) *
- Sensor system redundanagd diversity High 4
- UPS (Uninterrupted Power Source) Low 3
- Appropriate heating, cooling and cleaning syste Medium 3
- Thorough commissioning of equipment set Medium 3/4
- Appropriate and continuous maintenance progr Low 3
- Continuoussystem diagnosis and proof testing Low 3
- Autonomous Integrity monitoring Low 2
*Mitigation  priority Level Description Detailed description
scale 4 Eliminate Complete elimination of thieazard
3 Prevent Reduction of the likelihood that the hazard will occur
2 Control Reduct!on of the Iikelihooq that the‘hazard results in an accident
1 Reduce Reduction of the damage if the accident occurs

STPA Analysis

(1) Safety control

SC 1. Sensor system redundancy and diversity

SQ2. UPS (Uninterrupted Power Source)

SC 3. Appropriate heating, cooling, and cleaning systems

SC 4. Thorough commissioning of equipment set

SC 5. Appropriate and continuous on board maintenance program
SC 6Continuoussystem diagnosis and proof testing

SC7. Autonomous Integrity monitoring

(2) Detecting potentially Unsafe Controlled Actions (UCAs) and (3) redefining the safety control

SC 1 Sensor system redundancy and diversity




UCA 1. Sensor does not function properly and there is no other sensor available
Potential causes
- Lack of economic resources

UCA 2. Equipment chosen to provide the redundancy are not suitable

Potential causes

- Lack of economic resources

- Lack of knowledge of sensors characteristics when planning the equipment set needed

UCA 3. Sensfailure is not detected
Potential causes
- Sensor diagnosirdpes not cover all necessary areas

UCA 4. External or common cause failure takes several equipment down at the same time
Potential causes

- Inappropriate system design

- Incorrect installation

- Incorect usage

- Environmental conditions

Redefining of the safety control

Sensor system redundancy and diversity:

- If one sensor fails the redundancy ensures théhede another sensor functioning

- Equipment chosen to provide the redundancy have to be thecioones in order to provide the user with tf
required information at all times

SC 2 UPS (Uninterrupted Power Source)

UCA 1. Thereis a disturbancéie@Sa a St Q& L2 oSN a2adSYy FyR GKS SJjd
Potential causes

- Lack ofconomic resources

- Lack of understanding of the importance of the UPS

UCA 2. The UPS does not work
Potential causes

- UPS s not charged

- UPS is not connected correctly
- UPSiis broken

UCA 3. The UPS takes too long to switch on
Potential causes
- Errors inUPS function

UCA 4. The capacity of the UPS is not sufficient to provide power for the equipment as long as needed or th
in terms of power and/or energy of the UPS is exceeded

Potential causes

- The disturbance lasts longer thamsexpected in te planning stage

- Wrong type of UPS

Redefining of the safety control

UPS (Uninterrupted Power Source):

- If there is a disturbance in the ve3@ower system the UPS can temporarily provide power for the cr
equipment

- When the UPS setup is plannedstalled and maintained properly, the user can count on a reliable bg
system

SC 3 Appropriate heating, cooling and cleaning systems

UCA 1. Equipment is not able to function properly in winter conditions
Potential causes
- Equipment does not haveeating function

10



- Extremely low temperatures
- lcing

UCA 2. Equipment is not able to function properly due to high tempesature
Potential causes

- Equipment does not have cooling function

- Extremely high temperatures

- The systems are located closehatsources

UCA 3. Equipment lens is dirty
Potential causes

- Sea water spray

- Bird feces

UCA 4. Condensation inside equipment
Potential causes

- Lealage

- Temperature changes

- Fault on the equipment design

- Humid climate

- Location orboard

Redefining of the safetpntrol

Appropriate heating, cooling and cleaning systems:

- By applying sensors with proper heating and/or cooling systems it can be ensured that they function
in all operating conditions

- By applying sensors with automatic cleaning systems itecandured that they function properly outdoors

SC 4 Thorough commissioning of equipment set

UCA 1. The equipment set has not been properly tested or not tested at all before operation
Potential causes

- Lack of economic resources

- Test plan is not approjate

- Lack of time

Redefining of the safety control

Thorough commissioning of equipment set:

- When the equipment set is thoroughly tested and certified (preferably by an independent body) it ensu
the equipment function properly, are compatible ahd operation can be run safely.

SC 5 Appropriate and continuous on board maintenance program

UCA 1. There is no on board maintenance program

Potential causes

- Lack of economic resources

- Lack of understanding of the importance of the maintenance program

UCA 2. The maintenance program does not cover the necessary elements and the life cycle of the hardwa|
Potential causes
- Lack of competence

UCA 3. The maintenance program is not followed

Potential causes

- Lack of time (work overload)

- Lack of economigsources

- Lack of understanding of the importance of the maintenance program

UCA 4. Maintenance is not done properly
Potential causes

11



- Lack of commitment

- Lack of competence

- Human error or mistake

- Lack of economic resources

Redefining of the safetpntrol

Appropriate and continuous maintenance program:

- Byimplementing an on board maintenance program it can be ensured that all critical systems remain fu
at all times

- A well planned maintenance program covers all necessary areas on boari$ ajlisted separately for eaq
vessel

- Maintenance done timely and accordingly to the program by competent personnel ensures smooth of
of the sensors

SC 6Continuoussystem diagnosis and proof testing

UCA 1. There is montinuoussystem diagnosis and proof testing
Potential Causes

- Lack of economic resources

- Lack of planning

- It cannot be performed due to the effects on operation

UCA 2. Theontinuoussystem diagnosis and proof testing do not cover all necessary functions
Potentialcauses

- Lack of economic resources

- Lack of planning

- Tesscannot be performed due to the effects on operation

UCA 3. The test is not able to recognize problems
Potential causes

- Wrong test design

- Changes in the system

Redefining of the safety control:

Continuoussystem diagnosis and proof testing:

- Continuoussystem diagnosis and regular proof testing ensure that the system functions as it should

- Test design should be planned carefully and updated after changes in the system in order to cove
neassary functions and recognize potential problems

- Possible effect on the operation should be taken into account in planning

SC 7. Autonomous Integrity monitoring

UCA 1. There is no integrity monitoring
Potential causes

- Lack of economic resources

- Lack oplanning

- Lack of understanding

UCA 2. Integrity monitoring gives wrong information
Potential Causes

- Common cause failure

- Wrong design

- Changes in the system

Redefining of the safety control:

Autonomous Integrity monitoring:

- Well designed and up to tiaintegrity monitoring systesensure that the dataisedhas not been damaged ¢
manipulated

12



Hazard 2. Al software failure

Hazard H2. Aloftwarefailure
Hazard effect/ Provide extra details regarding the designated severity rating
description In case ofin Al software failure avessel may not be able to navigate safely or follow

rules of the road. Al failure may lead to collision, allision, grounding or bottom touch

The hazad can have a negative impact people, property, and envinment. It can result
in injuries, loss of human life, severe damage or loss of property (own and.d¢hgrsJ
property) and environmental effects such as oil spillstber damage ofsensitive seg
areas

Causal factors Describe the hazard as systemtstaVhat conditions could influence the effect of
hazard occurrence?

- Architecture design failure

- Coding error in algorithm/algorithms

- Error in algorithm specifications

- Situation unknown to Al

- Loss of power

- Overheating

- Inappropriate maintenance

- Softwareupdate

- Error in learning data

- Misleading safety function requirement

- Changes in the system

- Computer failure

Mitigation strategy Cost/Difficulty | Priority (14) *
- Thorough planning, testing and commissionin High 4
Alsoftware
- Computer and software redundancy Low 3
- UPS (Uninterrupted Power Source) Low 3
- Appropriate cooling for computers Low 3
- Appropriate  and continuous on board Low 3
maintenance programs
- Robust system design High 4
- Appropriate system ¢oftware design and High 3
maintenance processes
*Mitigation priority scale Level | Description Detailed description
4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood that the hazard will occur
2 Control Reduction of the likelihood that the hazassults in an accident
1 Reduce Reduction of the damage if the accident occurs
STPA Analysis:
(1) Safety control

SC 1. Thorough planning, testing and commissioning of Al software

SC 2. Computer and software redundancy

SC 3. UPS (Uninterrupted Power Source)

SC 4Appropriate cooling for computers

SC 5. Appropriate and continuous on board maintenance programs

SC 6. Robust system design

SC 7. Appropriate system (software) design and maintenance processes

(2) Detecting potentially Unsafe Controlled Actions (UCAs)Y3amddefining the safety control
SC 1 Thorough planning, testing and commissioning of Al software

UCA 1. Thorough planning, testing and commissioning of Al are not done
Potential causes

- Lack of economic resources

- Lack of time

13




- Lack of competence

UCA 2. Insufficient planning, testing and commissioning of Al
Potential causes

- Poor knowledge of operational conditions

- Lack of economic resources

- Lack of time

- Lack of competence

Redefining of the safety control

Thorough planning, testing and commissignof Al:

- Thorough planning, testing and commissioning of Al software ensure that the software is robust ang
errors

- Applicable standards should be followed

SC 2 Computer and software redundancy

UCA 1. Computer breaks down and there is no compuigsoftware redundancy
Potential causes

- Lack of economic resources

- Lack of space

- Poor design of the system

UCA 2. Secondary computer does not take over in case of a failure

Potential causes

- Signalling error

- No physical connection between computers

- Malfunction of the secondary computer

- Primary computer does not successfully pass the information to the secondary computer to take over
- No physical connection between computers

Redefining of the safety control
Computer and software redundancy:
- Computerand software redundancy ensure availability of the Al functions at all times

SC 3 UPS (Uninterrupted Power Source)

UCA 1. Thereis a disturbanc#ie@Sa a Sf Q& L2 gSNJ a2adSy FyR GKS 1L
Potential causes

- Lack of economiesources

- Lack of understanding of the importance of the UPS

UCA 2. The UPS does not work
Potential causes

- UPS is not charged

- UPS is not connected correctly
- UPS is broken

UCA 3. The UPS takes too long to switch on
Potential causes
- Errors in UPfainction

UCA 4. The capacity of the UPS is not sufficient to provide power for the Al system as long as needed or th
in terms of power and/or energy of the UPS is exceeded
Potential causes

- The disturbance lasts longer than expected in the ptanstage
- Wrong type of UPS

Redefining of the safety control

UPS (Uninterrupted Power Source):

- If there is a disturbance in the vessel power system the UPS can temporarily provide power for the
equipment
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- When the UPSetup is planned, installehd maintained properly, the user can count on a reliable ba
system

SC 4 Appropriate cooling for computers

UCA 1. Computer does not function reliably due to overheating.

Potential causes

- The cooling is not adequate

- The cooling is broken

- Wronglocation of the computer (limited space and inappropriate conditions)
- Loss of power

Redefining of the safety control
Appropriate cooling for computers:
- Inorder to function properly all computer components must be kept within permissible operating téumge
limits
- Cooling systesshould be selected carefully. Both the waste heat produced by the computer componer
possible external heat soucghould be taken in to account.

SC 5 Appropriate and continuous on board maintenance programs

UCA 1. There is no on board maintenance program

Potential causes

- Lack of economic resources

- Lack of understanding of the importance of the maintenance program

UCA 2. The maintenance program does not cover the necessary elements and the life cyckrdivire h
Potential causes
- Lack of competence

UCA 3. The maintenance program is not followed

Potential causes

- Lack of time (work overload)

- Lack of economic resources

- Lack of understanding of the importance of the maintenance program

UCA 4. Maintenance i®t done properly
Potential causes

- Lack of commitment

- Lack of competence

- Human error or mistake

- Lack of economic resources

UCA 5. Software updates are not done and the system is not capable to correct detected issues
Potential causes

- Lack of time

- Lack otommitment

- Lack of competence

- Human error or mistake

UCA 6. Software update creates an inappropriate function in the system
Potential causes

- Wrong settings in the software for the update

- Errors in the update

- Changes in the interface of the equipment oftware modules

UCA 7. Software and hardware do not match
Potential causes

- Configuration management issues

- Interrupted update process

Redefining of the safety control
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Appropriate and continuous on board maintenance programs:

- By implementing an on boamaintenance program it can be ensured that all critical systems remain fung
at all times

- A well planned maintenance program covers all necessary areas on board and it is adjusted separatel
vessel

- Maintenance done timely and accordinglytie program by competent personnel ensures smooth operat

- Special attention should be paid not only to the properly timed software updates but also to the uy
process.

SC 6. Robust system design

UCA 1. Without robust system design it is not jpbes$o detect and cope with poor and/or missing data
Potential causes

- Lack of economic resources

- Lack of commitment

- Lack of competence

- Failure modes are not taken into account

UCA 2. Single point failure takes the whole system down
Potential causes

- Lackof system understanding

- Failure modes are not taken into account

Redefining of the safety control

Robust system design:

- Robust system design should be able to isolate failures in the systeati@mdor therest of the systento
continue operating

SC7. Appropriate system (software) design and maintenance processes

UCA 1. User requirements are not known or taken into account and the final product is not the expected.
Potential causes

- Poor communication between customer and developer

- Customer is notompetent to define needs

- Lack of time

- Lack of interest

UCA 2. System requirements are not clear for the developers and do not cover relevant issues
Potential causes

- Poor documentation

- Poor communicatiobetweendevelopes and sales people

UCA 3. Systedesign does not meet expectations
Potential causes

- Poor documentation

- Poor communication

- The design is not reviewed

UCA 4. System implementation does not meet expectations
Potential causes

- Poor documentation

- Missing review of the implementation

- Human cding error

- Poor or missing testing

UCA 5. Software is not verified properly

Potential causes

- Customer and system requiremsigannot be compared due to poor documentation
- Lack of time

- Lack of economic resources

UCA 6. Change management is not worgiogerly
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Potential causes
- Change requirements are not communicated properly
- Effect analysis of changes is not performed

Redefining of the safety control

Appropriate system (software) design and maintenance processes:

- Ensure that the system meets custddi@ & SELISOG I GA2y 4

- Requires good communication between customer, sales people and developers, but also good docum
- Special attention should be paid to reviews throughout the process and software verification at the eng
- Change management must not bedotten

Hazard 3. Technical fault (e.g. mechanical failure)

Hazard H3. Technical fault (e.g. mechanical failure)

Hazardeffect/ Provide extra details regarding the designated severity rating

description In case of tehnical fault, the vessel may elgseher steering or propulsion power thg
may lead taollisionwith a moving or fixed objedllision with a pier, grounding or botto
contact.

The hazed can have a negative impact on people, propanky environment. It can resu
in injuries, lossfchuman life, severe damage or loss of property (own and others prog
and environmental effects such as oil spillstber damage ofensitive sea areas
Causal factors Describe the hazard as system state. What conditions could influence thefeffex|
hazard occurrence?

- Inappropriate maintenance

- Manufacturing defect

- Incorrect technical design

- Vandalism
Mitigation strategy Cost/l?ifficulty Priority (4) *
- Redundancyf critical systems H!gh 4
- Thorough planning, testing and commissionin High 4
all technical systems
- Appropriate and continuous maintenancg Low 3
programs .
- Distance monitoring and fault detection of t High 3
technical systems
*Mitigation priority scale Level | Description Detailed description
4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood that the hazard will occur
5 Control Reduct?on of the Iikelihooc_l that the_hazard results in an accident
1 Reduce Reduction of the damage if the accident occurs

STPA Analysis:

(1) Safetycontrols

SC 1. Redundancy of critical systems

SC 2. Thorough planning, testing and commissioning of all technical systems

SC 3. Planned and predictive maintenance programs

SC 4. Remote monitoring and fault detection of technical systems

(2) Detecting paintially Unsafe Controlled Actions (UCAs) and (3) redefining the safety controls
SC 1. Redundancy of critical systems

UCA 1. There is no redundancy for critical systems and any single failure can cause vessel operation to stg
Potential causes

- Lack ofesources

- Lack of competence

- Poor planning
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UCA 2. The critical equipment have not been identified correctly
Potential causes

- Lack of resources

- Lack of competence

- Poor planning

UCA 3. Critical systems have been changed without proper analysis of tteaffée system
Potential causes

- Lack of change management

- Lack of economic resources

- Lack of time

- Lack of competence

- Lack of spare parts available

- Poor documentation

Redefining of the safety control

Redundancy of critical systems:

- With redundancy in theystems the effect ai single failure can be minimized

- Redundancy and system integration should be taken into account already in the planning stage

- Proper testing and commissioning of the systems verifies that all critical systems have been identified
- Changes in the system should be managed with a proper protocol/ process

SC 2. Thorough planning, testing and commissioning of all technical systems

UCA 1. Autonomous operations have not been taken into account in the whole system design
Potential causs

- Lack of economic resources

- Lack of knowledge and experience

- Lack of system integration

UCA 2. The tests fail to recognize the problem or potential fault in the systems
Potential causes

- Lack of knowledge of operational conditions

- Only subsystems havedn tested

UCA 3. The commissioning is not done thoroughly

Potential causes

- Lack of time

- Lack of economic resources

- [ Ol 2F &dzZISNBAAAZ2Y 2y OfASyidoQa &ARS
- Lack of knowledge and experience

- Poor documentation

Redefining of the safety control

Thoroughplanning, testing and commissioning of all technical systems:

- The process shouluk done in good cooperation with desigsebuyes, buildes, suppliers and regulators. T
autonomous status of the vessel should be taken into account throughout the process

- New and efficient practices for commissioning and testing of autonomous vesselsstsbeid be develope
in cooperation with the relevant stakeholders

SC 3. Planned and predictive maintenance programs

UCA 1. The system fails due to the lack of maames
Potential causes

- There is no maintenance program

- The maintenance program is not followed

- Lack of economic resources

UCA 2. The maintenance done is aofdthe right type or it is done poorly
Potential causes
- Lack of knowledge about the system
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- Lack otommitment

UCA 3. Maintenance programs fail to take into account interaction between systems
Potential causes

- Poor planning

- Lack of knowledge about the system connections

Redefining of the safety control

Planned and predictive maintenance programs:

- With proper maintenance programs the safety of the vessel can be enslbeetiimber of technical fault
minimized and the life cycle of technical systems maximized

- Maintenance programs have to take into account the system interactions

SC 4. Distance monitoring and fault detection of technical systems

UCA 1. Without distance monitoring and fault detection technical faults will not be detected
Potential causes

- Lack of money

- Lack of trust on distance operations

UCA 2. Distance monitng andor fault detection of technical systems do not work
Potential causes

- Electromagnetic noise

- Poor quality of the data

- Quality of the data is not monitored

- Failure in the data link emoard and/or ashore

Redefining of the safety control

Distance mondring and fault detection of technical systems:

- The safe and effective operation of an autonomous vessel requires distance monitoring and fault de
Remote monitoring increases the reliability of the operationraddces off hire time

- Without proper monitoring of the data quality, distant monitoring and fault detection systems cannot pr|
reliable information

Hazard 4. Heavy weather/sea conditions

Hazard H4. Heavy weather/sea conditions
Hazard effect/ Provide extraletails regarding the designated severity rating
description If the weather or sea conditions caused by wind, gusts, waves, swell, thunder or w

fronts are too heavy for the vessel she may come to the limits of her ability to mang
and steer in a controlleday. This may lead to collision with a fixed object, allision w
pier, grounding or bottom contact.

The hazard can have a negative impact on people, property and environment. It ca
in injuries, severe damage or loss of property (own and others property)
environmental effects such as oil spills or other damageritive sea areas
Causaldctors Describe the hazard as system state. What conditions could influence the effect
hazard occurrence?

- Unexpected change of conditions

- Lack of operational limits or incorrect operational limits

- Weather and sea conditions have not been monitoregerly

- Local conditions differ from the surrounding areas

- Inaccurate weather forecasts

- Ice conditions

Mitigation strategy Cost/Difficulty Priority (14) *

- Correctly set and followed operational limits Low 4
- Weather routing and constant weather and s
state monitoring .
Medium 3

- Vessea equipped with adequate environment
sensors for detecting local conditions
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- Keeping vesselsteady against the wind an Medium 3

waves or heading to an emergency harbour

anchorage Low 2
- Constant monitoring and predictions of vesgX
capability
Medium 2
*Mitigation priority scale Level | Description Detailed description

4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood that the hazard witur
> Control Reduction of the likelihood that the hazard results in an accident
1 Reduce Reduction of the damage if the accident occurs

Hazard 5. Strong currents

This may lead to allision with a pier or collision with a fixed object. In some cases
also lead to grounding or bottom contact.

The hazard canave negative impact on people, property and environment. It can r
in injuries, severe damage or loss of property (own and others property)
environmental effects such as oil spills or other damageritive sea areas

Hazard H5. Strong currents
Hazard effect/| Provide extra details regarding the designatederity rating
description Strong currents affect vess@seering, especially when manoeuvring with slow spg¢

Causal factors

Describe th hazard as system state. What conditions could influence the effect
hazard occurrence?

- Lack of knowledge of local curremigivers andarchipelagos

- Lack of monitoring the current effecting the vessel and taking it into account

Mitigation strategy Cost/Difficulty Priority (14) *
- Knowledge of local currents Low 2
- Constant monitoring of the current and adjusti .
the steering accordingly Medium 2
- Constant monitoring and predictions of ves&X _
capability Medium 2
*Mitigation priorityscale Level | Description Detailed description
4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood that the hazard will occur
5 Control Reduction of the likelihood that the hazard results in an accident
1 Reduce Reduction ofhe damage if the accident occurs

STPA Analysfsombines hazards 4 and:5)

(1) Safety controls

SC 1. Correctly set and followed operational limits

SC 2. Weather routing and constant weather and sea state monitoring

SC 3. Vessel equipped with adequetgironmental sensors for detecting local conditions
SC 4. Keeping the vessel steady against the wind and waves or heading to an emergency harbour or anch
SC 5. Knowledge of local currents and other local environmental conditions
SC 6. Constant monitng of the currents and adjusting the steering accordingly
SC 7. Constant monitoring and predictions of vessels capability

(2) Detecting potentially Unsafe Controlled Actions (UCAs) and (3) redefining the safety controls

SC 1. Correctly set and follownaggkrational limits

UCA 1. Shipping company has not set operational limits for the vessel

Potential causes
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- Lack of competence
- Lack of understanding the importance of setting the operational limits
- Lack of control measures for ensuring that the limitspaogrammed to the system

UCA 2. Operational limits set by the shipping company are too high for the safe operation of the vessel
Potential causes

- Lack of competence

- [0l 2F AYTF2NXIGA2Y |l o2dzi ©9SaasStQa TSI iGdaNBa
- Pressure from outside trshipping company

- Lak of external verification

- Company takes intended risk

UCA 3. Operational limits set for the vessel are not followed
Potential causes

- Error in detecting the conditions affecting vessel

- Errorin algorithms

- Pressure from outside thghipping company

- Lackof monitoring from the remote monitoring centre

Redefining of the safety control

Correctly set and followed operational limits:

- Permanent operational limits set the shipping company aecknowledgd by all the parties involveensure
that the operations are stopped before the safetpotssel is compromised

- Correct operational limits can keterminedby considering vess€¥eatures, capability to manoeuvre a
operating area

- If limits and automatiprocedures - for caseswhen limits are crossedare programmedn the vessel systems
the limits are followed without the need to make decissiaase by caserhus decision making is retpose
to human error

- Sending an alarm to the remote monitoring centre’henlimits are cossedg acts as a double cheansuing
that the vessel has time to cease her operations safely

SC 2. Weather routing and constant weather and sea state monitoring

UCA 1. Environmental conditions are not taken into account when planning @esgess
- Lack of competence
- Lack of information about the conditions affecting vesseroute

UCA 2. Weather and sea state are not constantly monitored when the vessel is in operation

- Lack of economic resources

- Lack of understanding of the importance of theiesvmental information

- Lack of equipment

- Information is not received from local environmental sensors or the information is not correct

/1 od® +£S3aasSftQad NRdziS A& y23G OKFy3aSR | OO2NRAy3f
- Errorin detecting theonditions affecting the vessel

- Errorin algorithms

- Lack of monitoring

- Used veather forecasts used are not reliable

Redefining of the safety control

Weather routing and constant weather and sea state monitoring:

- Checking the weather forecasts should gisvae part of the route planning. Checking the forecast automati
against the plan (also in the permanent routes between two points) every time before departure ensure
safety

- Constant automatic monitoring of the weather forecasts as well aethéreaitime weather data during the
trip ensure the safety along the whole way. Receiving weather forecast from more than one sour(
redundancy and allows comparison

- With preplanned alternative routes programmed to the system, vessel autonatically be safely reouted
if necessaryRe-routing functiors should always be properly testedtire commissioing stage

SC 3. Vessquipped with adequate environmental sensors for detecting local conditions
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UCA 1. Vesssdrenot equipped with adequate and appropriate sengorsnonitoringthe conditions arounthem

- Lack of economic resources

- Lack of knowledge of sensor characteristicefamnderstanding the needs when planning the sensofae
vessels

- The sensors choseame not planned to be used in cold climates

- Lack of guidance (regulations)

UCA 2. There is not enough redundancy in environmental sensors
- Lack of economic resources
- Lack of competence

Redefining of the safety control

Vessedequipped with adequate envinonental sensors for detecting local conditions:

- With proper equipment on board (or along the route), vesaed able to react also to sudden local change
the conditions

- In winter conditionsproper and reliable operation can be guaranteiédocal neels and equipment
characteristics as well as redundancy neadsconsidered carefully already when planning the vessel

SC 4. Keeping the vessel steady against the wind and waves, heading to an emergency harbour or anchorin

UCA 1. In case the weather/sea conditions change suddenly over the operationahkméssel continues on hg
route normally instead of choosing a safer option for the situation
Potential causes

- There are no emergency harbours programrimetie system

- Lack of monitoring the environmental conditions

- Lack of monitoring from the remote monitoring centre

- ltis safer to continue

Redefining of the safety control

Keeping the vessel steady against the wind and waves, heading to an emergency harbour aganchori

- If an unexpected weather change makes continuing on the tmgafe, automatic route specific contingen
actions (such as driving with minimum manoeuvring speed against the wind etgoatimg the vessel to &
suitable emergency harbour) programdito the system are necessary precautions

SC 5. Knowledge of local currents and other local environmental conditions

UCA 1. Information about local currents and local environmental conditions in rivers and arcipelagmt been
gathered

Potentialcauses

- Lack of competence

- Lack of existing information or up to date information

- Lack of commitment

UCA 2. Information about local currents and local environmental conditions have not been taken into accol
planning vessel rouge

Potential causes

- Lack of competence

- Lack of commitment

Redefining of the safety control

Knowledge of local currents and other local environmental conditions:

- Available information about the local currents and frequent weather conditions is a valuable tool when p
the vessel and her routes. Especially in archipsldgies and rivers there can be strong local currents, pl
where fog regularly forms or where the wave height rises above the normal level

SC 6. Constant monitoring of the current and adjustingttering accordingly

UCA 1. Therisno equipment available to monitor the current in real time
Potential causes

- Lack of economic resources

- Lack of suitable equipment in the market

- There is no actual need to measure the current

22



UCA 2. Current monitorirgystem does not function correctly
Potential causes

- Lack of maintenance

- Errorin equipment

UCA 3.Current monitoring information is not connected to the Al and steering equipment
Potential causes
- Lack of economic resources

UCA 4The reaction time to dtihg is too long
Potential causes

- Error in programming

- Lack of competence

Redefining of the safety control

Constant monitoring of the current and adjusting the steering accordingly:

- Vessdreliably equipped to monitor real time currardnd to automatically adjusthe steering accordingly
without dela, areable to manoeuvre and dock sgfand smootty

SC 7. Constant monitoring and predictions of vessel capabilit

UCA 1Vessel capability is not monitored
Potential causes

- Lack of economiesources

- Lack of competence

- Lack of commitment

UCA 2. Information of the vessel capability is not used to adjust the operational limits or the operation
Potential causes

- Lack of economic resources

- Lack of competence

- Lack of commitment

Redefining of theafety control

Constant monitoring and predictions of vessel capability:

- With constant monitoring and predictions of vessel capability, \smsshble to adjust operational limits dn
operation in general when necessary. There might be external onahtictors that require lowering th
operational limits temporarily

Hazard 6. Position reference equipment failure

Hazard H6. Position reference equipment failure
Hazard effect/ Provide extra details regarding the designated sevatityy
description If the position reference equipment fail or give incorrect information, vesseinot

navigate safely. This may lead to allision with pier or collision with a fixed object, gro
or bottom touching.

The hazard can have a negative impact apfee property, and environment. It can res
in injuries, severe damage or loss of property (own and others property)
environmental effects such as oil spills or other damageritive sea areas

Causal factors Describe the hazard as system stahat conditions could influence the effect of
hazard occurrence?

- Loss of power

- Intentional satellite position system jamming

- Unintentional satellite positioning jamming

- Satellite position system spoofing

- Poor satellite availability

- Effect of rain etcon local position reference systems

- Dirt (on local position system sensor)

23



- Equipment malfunction
- Inappropriate maintenance
Mitigation strategy Cost/Difficulty | Priority (14) *
- Equipment (sensor) redundancy High 4
- Combination of local and satellite positio High 2
reference systems
- Satellite positioning equipment with jammir Low 3
detection and/or antiamming function
- UPS (Uninterrupted Power Source) Low 3
- Appropriate heating, cooling and cleaning Medium 3
local position reference systems
- Thorough installation and commissioning Medium 3/4
equipment set
- Appropriate  and continuous on boar Low 3
maintenance programs
- Continuoussystem diagnosis and proof testing Low 3
- Autonomousntegrity monitoring Low 2
*Mitigation  priority Level | Description Detailed description
scale 4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood that the hazard will occur
2 Control Reduction of the likelihood that the hazard results in an
Reduce accident
1 Reduction of the damage if the accident occurs

STPA Analysis:

(3) Safety control

SC 1. Equipment (sensor) redundancy

SC 2. Combination of local and satellite position reference systems

SC 3. Satellite positioning equipment with jamndigigction and/or antiamming function
SC 4. UPS (Uninterrupted Power Source)

SC 5. Appropriate heating, cooling and cleaning for local position reference systems
SC 6. Thorough installation and commissioning of equipment set

SC 7. Appropriate and contimws on board maintenance program

SC 8Continuoussystem diagnosis and proof testing

SC 9. Autonomous Integrity monitoring

(4) Detecting potentially Unsafe Controlled Actions (UCAs) and (3) redefining the safety control
SC 1 Equipment (sensor) redundancy

UCQA 1. Sensor does not function properly and there is no redundancy in the system
Potential causes

- Lack of economic resources

- Poor planning

UCA 2. Sensor failure is not detected due to the lack of information from other equipment to be compared
Potential causes

- Lack of economic resources
- Poor planning

UCA 3. External or common cause failures take several equipment down at the same time
Potential causes

- Inappropriate system design

- Incorrect installation

- Incorrect usage

- Environmental conditions

Redefining of the safety control
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Equipment (sensor) redundancy

- If one sensor fails the redundancy ensures theamother sensor functioning

- System design must have adequate diagnosis function in ordecagnize sensor failures and perform t
switch over procedure when necessary

- Equipment used to provide redundancy should be completely independent from one another to reduce
of a common cause failure taking them down at the same time

SC 2 Comihation of local and satellite position reference systems

UCA 1. Positioning is based on satellite positioning only ands/esgs&se position becauseof satellite system
failures or poor satellite availability

Potential causes

- Lack of economiesources

- Inappropriate system design

UCA 2. Satellite positioning reference equipment give incorrect information and there is no local pog
information to compare it with
Potential causes

- Lack of economic resources
- Inappropriate system design

UCA 3. Positioning is based on local position reference systalgn and vesssle.g. lose position due to poor
weather conditions

- Lack of economic resources
- Inappropriate system design

Redefining of the safety control

Combirning different types of locadnd satellite position reference systems:

- Using a combination of local and satellite position reference systems provides reliable position inform
different conditions and locations

- Helps to detect possible errors in the information

SC 3. Satellifgositioning equipment with jamming detection and/or gathming function

UCA 1. Vessel loses her position due to jamming
Potential causes

- Lack of economic resources

- Lack of certified equipment in the market

UCA 2. Vessel receives wrong or inaccuras@ipn information due to jamming
Potential causes

- Lack of economic resources

- Lack of certified equipment in the market

Redefining of the safety control

Satellite positioning equipment with jamming detection and/or-mmtiming function

- Jammingletection ensures that the jamming is noticed and sisanswitchto local position reference systen

- An atijamming function reduces the risk of losing position or receiving wrong/inaccurate position infor
due to GPS jamming

SC 4 UP@ninterrupted Power Source)

w

UCA 1. There ististurbance im@Sa a St Q& L2 oSN aeadsSy IyR GKS
Potential causes

- Lack of economic resources

- Lack of understanding of the importance of the UPS

lj dzf

UCA 2. The UPS does not work
Potential causes

- UPS s not charged

- UPS is not connected correctly
- UPS is broken
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UCA 3lIt takes too long for th&JPS to switch on artle GPS equipment needs to reacquire the position fix
Potential causes

- Errorsin UPS fution

- Poor planning

- Lack of economic resources

UCA 4. The capacity of the UPS is not sufficient to provide power for the equipment as long as needed or th
in terms of power and/or energy of the UPS is exceeded

Potential causes

- The disturbance l&éslonger than expected in the planning stage

- Wrong type of UPS

Redefining of the safety control

UPS (Uninterrupted Power Source):

- If there is a disturbance in the vessel power systdra UPS can temporarily provide power for criti
equipment

- When theUPS setup is planned, installed and maintained properly, the user can count on a reliable
system

- Forthe GPS system a UPS with a quick swaicfunction is critical. In case of power lab® GPS equipmen
needs to reacquire the position fsomethingwhichcantake several minuteat worst.

SC 5 Appropriate heating, cooling and cleaning for local position reference systems

UCA 1. Equipment is not able to function properly in winter conditions
Potential causes

- Equipment does not have heatifighction

- Extremely low temperatures

- lcing

UCA 2. Equipmenipesnot function properly due to high temperatuwe
Potential causes

- Equipment does not have cooling function

- Extremely high temperatures

- The systems are located closéhatsources

UCA 3Equipment lens is dirty
Potential causes

- Sea water sprays
- Bird feces

UCA 4. Condensation inside equipment
Potential causes

- Leaking

- Temperature changes

- Fault on the equipment design

- Humid climate

- Location orboard

Redefining of the safety control

Appropriate heating, cooling and cleaning systems:

- By applying sensors with proper heating and/or cooling systeesnisured that they function properly in &
operating conditions

- By applying sensors with automatic cleaning systeiserisured that they function properly outdoors

SC 6 Thorough installation and commissioning of equipment set

UCA 1. Position of the GPS antenna has a limited sky view
Potential causes

- Limited space

- Poor planning
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UCA 2. GPS antenna is placed too dtsadio equipment causing interference
Potential causes

- Limited space

- Poor planning

UCA 3. GPS antenna cable length and amplification are not optimized
Potential causes
- Poor planning
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Potential causes

- Limited space

- Poor planning

- Poor change management

UCA 5. The equipment set has not been properly testeabt tested at allbefore operation
Potential causes

- Lack of economic resources

- Test plan is not appropti

- Lack of time

Redefining of the safety control

Thorough installation and commissioning of equipment set:

- Placing of the GPS antenna has to be optimal with regards to the sky view and distance to transmitt
equipment

- Installation of the GPS antenna and cabling have to be thoroughly planned and performed by a certified

- Anunobstructed sensor head and antenna view is essential when using local position reference syste

- When the equipment set is thoroughly tedtand certified (preferably by an independent body) it ensures
the equipment function properly, are compatible and the operation can be run safely.

SC 7 Appropriate and continuous on board maintenance program

UCA 1. There is no on board maintengoagram

Potential causes

- Lack of economic resources

- Lack of understanding the importance of maintenance program

UCA 2. The maintenance program does not cover the necessary elements and the life cycle of the hardwa|
Potential causes
- Lack of competence

UCA 3. The maintenance program is not followed

Potential causes

- Lack of time (work overload)

- Lack of economic resources

- Lack of understanding of the importance of the maintenance program

UCA 4. Maintenance is not done properly
Potential causes

- Lack of conmitment

- Lack of competence

- Human error or mistake

- Lack of economic resources

Redefining of the safety control

Appropriate and continuous maintenance program:

- By implementing an on boamdaintenance program it can be ensured that all critical systems remain fung
at all times

- A well planned maintenance program covers all necessary areas on board and it is adjusted separatel
vessel
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- Maintenance done timely and accordingly ttee program by competent personnel ensures the smag
operation of the sensors
SC 8Continuoussystem diagnosis and proof testing

UCA 1. There is no contoussystem diagnosis and proof testing
Potential Causes

- Lack of economic resources

- Lack of planmig

- It cannot be performed due to the effects on operation

UCA 2. Theontinuoussystem diagnosis and proof testing do not cover all necessary functions
Potential causes

- Lack of economic resources

- Lack of planning

- Tesscannot be performed due to the effiscon operation

UCA 3. The test is not able to recognize problems
Potential causes

- Wrong test design

- Changes in the system

Redefining of the safety control:

Continuoussystem diagnosis and proof testing:

- Continuoussystem diagnosis and regular proof testing ensures that the system functions as it should

- Test design should be planned carefully and updated after changes in the system in order to cove
necessary functions and recognize potential problems

- Possile effect on the operation should be taken into accourtheplanning

SC 9. Autonomous Integrity monitoring

UCA 1. There is no integrity monitoring

Potential causes

- Lack of economic resources

- Lack of planning

- Lack of understanding

UCA 2. Integritynonitoring gives wrong information
Potential Causes

- Common cause failure

- Wrong design

- Changes in the system

UCA 3. Integrity monitoring is not able to recognize spoofing signals
Potential Causes

- Lack of competence

- Poor planning

- Lack of certified equipmeim the market

Redefining of the safety control:

Autonomous Integrity monitoring:

- Well designed and up to date integrity monitoring systemsure that the data has not been damaged
manipulated

Hazard 7. Overloading vessel

Hazard H7. Overloadingessed
Hazard effect/ Provide extra details regarding the designated severity rating
description Overloading a vessel causes stability problems and affects her manoeg

characteristics. It may lead to capsizing or sinking of the vessel.
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The hazardan have negative impact on people, property and environment. It can
in injuries, loss of human life, severe damage or loss of property and environmental
such as oil spills or other damagesenfsitive sea areas
Causal factors Describe théhazard as system state. What conditions could influence the effect
hazard occurrence?
- Too many passengers
- Too much cargo
- Added permanent wightslike equipment etc.
Mitigation strategy Costll?ifficulty Priority (14) *
- Automated door type passenger gates widoh High 4
not allow more than maximum number
passengers on board

- Clear rules, weighing and monitoring of the ca Low 4
taken on board

- In case of adding permanent weights on bo Low 4
stability calculations and tests to be redone _

- Automatic continuous monitoring of \s=d Medium 4

stability (draft, trim, list and GM), vesse
programmed not to leave pier if over the limitg

*Mitigation priority scale Level | Description Detailed description
4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood that the hazard will occur
5 Control Reduction of the likelihood that the hazard results in an accident
1 Reduce Reduction of the damage if the accident occurs
STPA Analysis:
(1)Safetycontrols

SC 1. Automated door type passenger gates which do not allow more than maximum number of passengers
SC 2. Clear rules, weighing and monitoring of the cargo taken on board

SC 3. In case of adding permanent weights on board stahltitylations and tests to be redone
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leave pier if over the limits.

(2) Detecting potentially Unsafe Controlled Actions (UCAs) and (8hirsgithe safety controls

SC 1. Automated passenger gates which do not allow more than maximum number of passengers on board

UCA 1. There is no system to count the number of the passengers on board
Potential causes

- Lack of economic resources

- Lack oféchnology

- Lack of planning

UCA 2. There is a system but it is not reliable

Potential causes

- Passengers stay dard for a second trip

- Unaccounted persons (people without ticket, wheelchair users, family with children, bikes, baby strollg
come on loard via another route

- Lack of economic resources

- Lack of technology

- Lack of planning

- Lack of maintenance

- Function error

UCA 3. The passenger gate sepatmily members (parents and children)
Potential cause
- The vessel is full

Redefining of theafety control
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Automated passenger gates which do not allow more than maximum number of passengers on board:

- With reliable passenger count, the overloading of the vessel and the exceeding of maximum nu
passengers can be avoided

- Systems hae to takeinto account people stayg on-board, people without ticket, wheelchaifamilies with
children, bikes, baby strollers ethat do notboard the vessel through the gates. The gate should not sep
parensand children

- The possible solutions for coumg reliably could be e.g. automatic software and camera systems that co
the amount ofpassengeygoing in and outlefining aboardingprocess and boarding areas in p@aremptying
the vessel completely before reloading

SC 2. Clear rules, weighamg monitoring of the cargo taken on board

UCA 1Vesselsareoverloaded because there is no knowledge of weight of cargo on board
Potential causes

- There is no system in place to monitor weights

- Lack of economic resources

- Lack of commitment

UCA 2. There is a systémnweighingthe cargo but it is not reliable
Potential causes

- Calibration is not done

- Lack of maintenance

- Errorin the system

Redefining of the safety control

Clear rules, weighing and monitoring of the cargo taken on board:

- By nonitoring the vessel trim, list and draft, weight of the vessel can be calculated
- The possible means that can be used are e.g. pressure sensors, echo sounder or visual reading of dral

SC 3. In case of adding permanent weights on board stabitityations and tests to be redone

UCA 1. The added weights are not recorded
Potential causes

- Lack of oversight

- Lack of economic resources

- Lack of time

UCA 2. The recorded weights are inaccurate
Potential causes

- Lack of information

- Lack of knowledge

- Lak of commitment

- Lack of oversight

UCA 3. The stability tests/calculations are not updated
Potential causes

- Lack of information

- Lack of knowledge

- Lack of commitment

- Lack of oversight

- Lack economic resources

Redefining of the safety control
In case ohdding permanent weights on board stability calculations and tests to be redone
- If stability calculations are not up to date, the vessel operation may not be safe and according to regulg

SC 4. Automatic continuous monitoring of vessel stabilityt,(thiaf, list and GMyessel programmexdbot to leave pier
if over the limits

UCA 1. There i® systento continuously monitor vessel stability
Potential causes
- Poor planning
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- Lack of economic resources
- Lack of oversight

UCA 2. Vessel does not leave pier even though the vessel is loaded correctly or leaves the pier overloade
Potential causes

- Equipment malfunction (inaccuracy)

- Lack of redundancy

UCA 3. Thre is only one monitoring system with no redundancy
Potential causs

- Lack of economic resources

- Poor planning

Redefining of the safety control
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the pier if over the limits

- There should always be rdahe A Y F2 NI GA2Y | @At otS 2F (GKS @S
programming the safety limits allowed to the system, leaving pier can be prevented in unsafe stability s

- With redundant monitoring systems, unnecessary stops in operai unsafe situations caused by
equipment malfunction can be minimized

Hazard 8. Shifting of weights

Hazard H8. Shifting of weights
Hazard effect/ Provide extra details regarding the designated severity rating
description Shifting of weights oboard affect vessel stability dramatically, especially if the we

are shifted to upper levels of the vessel or the shifting weights create free surface
hazard may lead to capsizing or sinking of vessel

The hazard can have a negative impacpeople, property and environment. It can res
in injuries, loss of human life, severe damage or loss of property and environmental
such as oil spills or other damagesensitive sea areas

Causal factors Describe the hazard as system statdat\conditions could influence the effect of 1
hazard occurrence?

- All passengers moving to one side

- Cargo starts moving

- Water from fire fighting create free surfaces

- Poor planning

Mitigation strategy Cost/Difficulty Priority (14) *
- Passenger instructions on quay and on board LOW 3
- Vessetlesign Medium 4
- Firefighting systems that use very little water High 4
no water at all ]
- Anti-heeling system High 4
- Remote monitoring centre monitors vessels )
stability and instructs people by voice High 2
necessary
*Mitigation priority scale Level | Description Detailed description
4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood that the hazard will occur
5 Control Reduct?on of the Iikelihooq that the_hazard resiritan accident
1 Reduce Reduction of the damage if the accident occurs
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STPA Analysis:

(1) Safety controls

SC 1. Passenger instructions on quay and on board

SC 2. Vessel design

SC 3. Firefighting systems that use very little water or no water at all

SC 4Antiheeling system

SC 5. Remote monitorirmgntres monitor vessel stability and instructs people by voice if necessary
(2) Detecting potentially Unsafe Controlled Actions (UCAs) and (3) redefining the safety controls
SC 1. Passenger instructions on carayon board

UCA 1. Passenger instructisagarding weight distributioare poor or not easy enough to understand
Potential causes
- Poor planning

UCA 2. Passengers do not familiarize themselves with the instructions
Potential causes

- Positioning of thenistructions

- Visual look of the instructions

- Language barrier

- Time constraint

- Wrong means for providing instructions

Redefining of the safety control

Passenger instructions on quay and on board:

- Good passenger information is clear, simple and doeleaet place for misunderstandings

- If the information is visually interesting and the means for giving it are cquesygle are more likely to reac
listen or watch it

SC 2. Vessel design

UCA 1. The design does not prevent the people from crowdingiiog ta one side of the vessel

Potential causes

- Poor interior design

- Lack of seating

- Lack of natural dividers

UCA 2. The vessel lists considerably in case of tveliog of people to one side
Potential causes
- Poor initial stability

UCA 3. Cargo and storage spaces do not have any compartments that would prevent items from moving tqg
of the vessel

Potential causes

- Poor design

Redefining of the safety control

Vessel design:

- With good vessel design, passenger and cargo movenmam stability can be controlled. E.g. seal
arrangements can be used as natural dividers and the vessel can be designed with very high initial sta

SC 3. Firefighting systems that use very little water or no water at all

UCA 1. The use of l@&rgmount of firefighting water creates free surfaces and may endanger the vessel stabi
Potential causes

- Poor design

- Lack of economic resources

- Wrong type of firefighting system

Redefining of the safety control
Firefighting systems that use very littlater or no water at all:
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- When selecting the firefighting system to be installed on board, the stability and the free surface effects
by the firefighting water should be taken into account
SC 4. Anfieeling system

UCA 1. Vessehave no antiheding system, listing canot be corrected and causes dangar discomfort for
passengers

Potential causes

- Lack of economic resources

- Poor initial ship design

UCA 2. Malfunctioning of afiteeling systemmay endangevessel safety
Potential causes
- Poorsafety planning

Redefining of the safety control

- If the vessel is designed with ah&aling system that compensates for small heels, it increases the comfo
safety of the passengers. However, a possible malfunction of the system must not beeatibntger the safety
of the vessel

SC 5. Remote monitorigntresmonitor vessel stability and instruct people by voice if necessary
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by vdce does not exist

Potential causes
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- Lack of economic resources

UCA 2. Connection between the vesseld the monitoringentres does not work
Potential causes

- Technical problem

- Lack of redundancy

UCA 3. The wayf giving instructions is not suitable and they are not followed onboard
Potential causes

- Poor planning

- Psychological factors have not been considered deep enough in planning the messages
- Person in charge of the situation has not been properly trained

Realefining of the safety control

Remote monitoringentres monitor vessel stability and instruct people by voice if necessary:

- Calming the passengers is necessary in order to keep them functional and prevent irrational actions t
the situation worseWith detailed instructions, untrained people are able to perform operations they woul
be able to do on their own

- Persomgiving instructions have to be well trainedasic ship stability as well as crowd aridismanagement

- There has to be redunday in the onnection between vessehnd shoreand ithas to be reliable

Hazard 9. Flooding

Hazard H9. Flooding
Hazard effect/ Provide extra details regarding the designated severity rating
description Vessedtaking in water may lose stability and capsize or sink very quickly.

The hazard can have negative impact on people, property and environment. It car
in injuries, loss of human life, severe damage or loss of property and environmental
suchas oil spills or other damages#nsitive sea areas

Causal factors Describe the hazard as system state. What conditions could influence the effect
hazard occurrence?

- Penetration of the hull

- Fire fighting with large amounts of water

- Large amountsf rain
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- Heavy listing that allows water lood the main deck from the openings
Mitigation strategy Costll?ifficulty Priority (4) *
- Double hull and compartments High 4
- Well planned and built piping systsm medium 4
- Automatic monitoring system for tanks, pipg High 2
and cofferdams ]
- Fire extinguishingystems that use very littl High 3
water or no water at all
- Good drainage system on the deck Low 3
- Effective bilge pumps Medium 2
*Mitigation priority scale Level | Description Detailed description
4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood that the hazard will occur
5 Control Reduct?on of the Iikelihooq that the‘hazard results in an accident
1 Reduce Reduction of the damage if the accident occurs
STPAAnalysis:
(1) Safety controls

SC 1. Double hull and compartments

SC 2. Well planned and built piping system

SC 3. Automatic monitoring systefar tanks, pipes and cofferdams

SC 4. Fire extinguishing systems that use very little water or no water at
SC 5. Good drainage system on the deck

SC 6. Effective bilge pumps

(2) Detecting potentially Unsafe Controlled Actions (UCAs) and (3) redefining the safety controls

SC 1. Double hull and compartments

UCA 1. Single hull allows large amounts of watfood spaces under the waterline very quickly if penetrated
Potential causes

- Lack of economic resources

- Poor planning

- Lack of space

- Weight of vesssl

UCA 2. Vessdbse stability due to water moving freely insite hull
Potential causes

- Lack ofconomic resources

- Poor planning

- Lack of space

- Weight of the vessel

Redefining of the safety control
Double hull and compartments:
- A double hull and compartmented structure help vesselintainstability in case of an accident

SC 2. Well planned ahdilt piping system

UCA 1. Bursting of a single wall pipe aleater (or other liquids) to leak to the spaces inside the hull
Potential causes

- Lack of economic resources

- Weight of the vessel

- Lack of space

UCA 2. Rigid metal piping breaks due taatitins or pressure shocks
Potential causes

- Lack of economic resources

- Metal piping is easy to plan
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UCA 3. Complex piping systems with many connection poetsorelikely to break and leak
Potential causes

- Poor planning

- Poor installation

- LackofknowR3IS FNRY Ot ASyiQa aiRs$

UCA 4. Therare only system drawings and no production drawings tedconstruction workehas to make|
decisions about details

Potential causes

- Lack of economic resources

- Lack of time
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Redefining of the safety control

Well planned and built piping system:

- Using double wall pipes, correct materials for pipes and connection points depending on thenatedsthe
piping system resistant and less likely to break

- Good planning, building,48ng, and oversight of the whole process make the piping system reliable, easy
and maintain

SC 3. Automatic monitoring systefor tanks, pipes, bilges, and cofferdams

UCA 1. If autonomous vesselithout automatic monitoring systesnfor tanks, ldlges and cofferdamsuffer
accidens, vessel stability problems and possible leaks cannot be detected

Potential causes

- Lack of economic resources

- Poor planning

UCA 2. A burst pipe in the engine room is not noticed
Potential causes

- Lack of economiesources

- Poor planning

Redefining of the safety control

Automatic monitoring system for tanks, pipes, bilges, and cofferdams:

- Leaks and bursts in hull and piping can be detected quickly by an automatic monitoring system
- In case of an accident, vessekhidfty can be evaluated and possible actions planned accordingly
- The function of the monitoring system needs to be also monitored

SC 4. Fire extinguishing systems that use very little water or no water at all

UCA 1. Vessel loses her stability due to the large amount of water used in firefighting.
Potential causes

- Poor planning

- Wrong type of fire extinguishing system

- Fire extinguishing system is used for too long

- Lack of competence

- Wrong firefighting tacte

UCA 2. Firefighting water damages vessel equipment.
Potential causes
- Wrong type of firefighting system

Redefining of the safety control

Fire extinguishing systems that use very little water or no water at all:

- Reduce the possibility that a firewater casistability problems to the vessel and therefore allows the sy
to be used as long as necessary
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firefighting

- A good solution could be to use aerosatem (potassium based) for fire extinguishing and water mist sy
for cooling
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SC 5. Good drainage system on deck

UCA 1. Rainwater and sea spray flood the deck and weaken vessel stability due to lack of efficient drainagg
Potential causes

- Poorplanning

- Poor installation

UCA 2. Drainage system is blocked by ice in winter conditions
Potential causes

- Extremdy cold temperatures

- No heating system

UCA 3. Drainage systsareblocked by dirt or debris.
Potential causes

- Poor maintenance

- Vandalism bpassenges

Redefining of the safety control

Good drainage systeson deck:

- Removes water from the deck efficiently and reduces possible stability problems

- Winter conditions and possibility of passerggicking litter etcinto the drainage have tbe taken into
account when planning the drainage system

SC 6. Effective bilge pumps

UCA 1. Bilge pumps are not effective enough to pump out the water coming in from a penetration in the hu
Potential causes

- Lack of economic resources

- Poor planning

UCQA 2. Bilge pungbreak and there is no redundancy
Potential causes

- Lack of economic resources

- Poor planning

UCA 3. The bilge pumps are not connected to the emergency power system
Potential causes

- Lack of economic resources

- Poor planning

Redefining othe safety control
Effective bilge pumps:

- Keep the vessel afloat if there is water in the engine room and give time for the evacuation of the pass¢
- Protect vessel equipment and systems in case of flooding

- Pump redundancy and emergency power systeaue to be taken into account

Hazard 10. Ignition of electrical equipment and wiring

Hazard H10. Ignition of electrical equipment and wiring
Hazard effect/ Provide extra details regarding the designated severity rating
description Electrical equipment andviring are potential ignition plasefor fires on board

autonomous vessel

The hazard can have a negative impact on people, property and environment. It ca
in injuries, loss of human life, severe damage or loss of property (own and othergypr
and environmental effects such as oil spills or other damagensitive sea areas
Causal factors Describe the hazard as system state. What conditions could influence the effect
hazard occurrence?

- Inappropriate selection of electricaduipment and wiring

- Wear and tear of wiring
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- Loose connections
- Overloads
- Short circuits
- Power surges
- Overheating
- Maintenance problems
Mitigation Strategy Cost/Dificulty Priority (14) *
- Thorough planning and commissioning of Low 3
electrical equipment and wiring .
- Appropriate cooling andeating for electrica Medium 3
systems
- Preventive maintenance programs Low 3
- Circuit breakers and fault current protection Low 4
- Automatic fire extinguishing systems ins Medium 1
electrical cabinets
- Automatic fire detection, alarm and extinguishi _
systems in engine spaces Medium 1
*Mitigation priority scale Level | Description Detailed description
4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood th#te hazard will occur
5 Control Reduction of the likelihood that the hazard results in an accident
1 Reduce Reduction of the damage if the accident occurs
STPA Analysis:
(1) Safety controls

SC 1. Thorough planning and commissioning of electrical equipment and wiring
SC 2Appropriate cooling and heating for electrical systems

SC 3. Preventive maintenance programs

SC 4. Circuit breakers and fault current protection

SC 5. Automatic fire extinguishing systems inside electrical cabinets

SC 6. Automatic fire detection, alarndaxtingushing systems in engine spaces

(2) Detecting potentially Unsafe Controlled Actions (UCAs) and (3) redefining the safety control

SC 1. Thorough planning and commissioning of electrical equipment and wiring

UCA 1. Wrong equipment and wiring beir installatiols cause firs or causefiresto spread more rapidly tha
necessary

Potential causes

- Lack of knowledge

- Lack of oversight

UCA 2. Information used the planning does not correlate with the use of the system
Potential causes

- Lack ofnformation

- Project schedule

- Change of an operational profile

UCA 3. Testing is poorly planned and done
Potential causes

- Lack of economic resources

- Lack of time

- Lack of knowledge

- Lack of oversight

- Lack of information

Redefining of the safety control
Thoough planning and commissioning of electrical equipment and wiring:
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Ensure that components, wiring and equipment chosen are correct for the actual use of the vessel
installation and penetrations are done properly
- The testing of the electrical equignt and wiring detects the possible faults in the system

SC 2. Appropriate cooling and heating for electrical systems

UCA 1. Overheating of the equipment break the equipment or causes a fire
Potential causes

- No cooling system installed

- Cooling of thesurrounding space is not adequate

- Change of environmental conditions

- Fault in component or equipment

UCA 2. Condensation causes a short circuit in electrical equipment
Potential causes

- No heating system installed

- Change of environmental conditions

- Outdoa equipment with no thermal insulation

Redefining of the safety control

Appropriate cooling and heating for electrical systems

- By providing appropriate cooling and heating for electrical systproblems caused by overheating a
humidity can be prevented

SC 3. Preventive maintenance programs

UCA 1. Dust in the equipment may result in overheating and ignition
Potential causes
- Lack of maintenance

UCA 2. Loose connections may result in oveitngeand ignition
Potential causes

- Lack of maintenance

- Vibrations

- Poor installation

- Wrong component type

UCA 3. Malfunction of the circuit breakers or other protection comporegtarc protection system
Potential causes

- Lack of maintenance

- Componenfailure

Redefining of the safety control

Preventive maintenance programs:

- By checking the cleanliness, connections and proper function of electrical equipment and wiring as
protection equipment regular)yhe risk of ignition of electrical equipment and wiring can be reduced.

SC 4. Circuit breakers and fault current protection

UCA 1. Circuit breaker does not open or cut off the power

Potential causes

- Malfunction of the circuit breaker

- Protection relayloes not give the opening order to the circuit breaker
- Component failure

Redefining of the safety control

Circuit breakers and fault current protection:

- Circuit breakers and fault current protection protect equipment and preiggrition of electricabquipment
and wiring

SC 5. Automatic fire extinguishing systems inside electrical cabinets

UCA 1. Without extinguishing systeimside the cabinetdire can spread to the surrounding spaces
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Potential causes

- Poor planning

- Lack of economic resources
- Weidht and space issues

UCA 2The @apacity of the extinguishing system is too small to extinguish the fire
Potential causes

- Poor planning

- Lack of knowledge

UCA 3. Tohighcapacity of the aerosol or gas extinguishing systamd up pressure and increase the fire inste
of extinguishingt

Potential causes

- Poor planning

- Lack of knowledge

Redefining of the safety control

Automatic fire extinguishing systems inside electrical cabinets:

- Prevent spreading of the fire to tiserrounding spaces and reduce damage to the equipment
- Special attention should be paid to defining the capacity of the extinguishing system

SC 6. Automatic fire detection, alarm and extinguishing systems in engine spaces

UCA 1. Fire in the engine spacasnot be detected
Potential causes

- Wrong type of detectors

- Wrong location of detectors

- Not enough detectors

- Equipment malfunction

- Poor maintenance

UCA 2. Alarm systenare not connected directly to the remote monitorirggntre the information abouthe
situation is not forwarded

Potential causes

- Poor planning of vess€kafety features

- Lack of economic resources

UCA 3. Fire fighters may not be able to enter or extinguish the fire in the engine room
Potential causes

- Heat and fire gases

- Difficultiesin entering the engine spaces

UCA 4. Extinguishing systems are not capable to extinguish the fire
Potential causes

- Lack of power

- Malfunction

- Lack of maintenance

- Poor planning

- Capacity is too small or too large

- Wrong timing

Redefining of the safetpntrol

Automatic fire detection, alarm and extinguishing systems in engine spaces:

- Automatic and effective fire detection and alarm systems provide the ship systems and remote operatio
information about the situation withoudelay. Detector locatins, types and number of detectors should
planned carefully

- Automatic extinguishing systerarethe quickest and safest way to extinguish engine roomifirutonomous
vessed. Firefighters may not be able to enter the engine spaces physically at all

- Attention should be paid to choosing the right type of extinguishing sgstedndefining the right capacity fq
space

39



Hazard 11. Passenger starting a fire

Hazard H11. Passenger starting a fire
Hazard effect/ Provide extra details regarditiie designated severity rating
description Passengesmay start firsin passenger spaces by careless forbiddesn act

The hazard can have a negative impact on people, property, and environment. It ca
in injuries, loss of human life, severe damage or losopépy (own and others property|
and environmental effects such as oil spills or other damagengitive sea areas
Causal factors Describe the hazard as system state. What conditions could influence the effecf
hazard occurrence?

- Smoking or puthg cigarette ash or stglin trash birs
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- Deliberate act, arson
Mitigation strategy CostlDi.fficuIty Priority (34) *
- Smoke detectors and automatic fi Medium 2
extinguishing systesin passenger spaces
- No smoking signs Low
- Video surveillance system High 213
- Both automatic and manual fire alarm system Low

passenger spaces with ditezontactto remote
monitoring centrs

- Use of inflammable and fire resistant materialg Low 3
passenger spaces
- Possibility for the passengers to extinguish a { Low 2
*Mitigation priority Level | Description Detailed description
scale 4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood that the hazavdl occur
> Control Reduction of the likelihood that the hazard results in an accide
1 Reduce Reduction of the damage if the accident occurs

STPA Analysis:

(1) Safety controls

SC 1. Smoke detectors and automatic fire extinguishing systgrassenger spaces

SC 2. Nemoking signs

SC 3. Video surveillance syssem

SC 4. Both automatic and manual fire alarm systethe passenger spaces with direct access to remote monit
centres

SC 5. Use of inflammable and fire resistant materials in passenger spaces

SC 6. Possility for the passengers to extinguish §ire

(2) Detecting potentially Unsafe Controlled Actions (UCASs) and (3) redefining the safety control

SC 1. Smoke detectors and automatic fire extinguishing sist@assenger spaces

UCA 1. Fire in passengpaces is not detected
Potential causes

- Wrong type of detectar

- Wrong location of the detectors

- Not enough detectors

- Equipment malfunction

- Poor maintenance

UCA 2. Extinguishing systems are not capable to extinguish the fire
Potential causes

- Lack of power

- Malfunction

- Lack of maintenance
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- Poor planning
- Capacity is too small or too large
- Wrong timing

Redefining of the safety control

Smoke detectors and automatic fire extinguishing systempassenger spaces:

- Smoke detectors are the most suitable device to detectifinpassenger spacesise ofadditionalflame
detectors coulchoweveralso be considered. It is essential to get the information about the fire immedi
Delawin this information endangers the whole rescue operation

- When choosing extinguishing systefos passenger spaces the safety of the passengjgould be priority|
number one. E.g. lowressure water mist systeswith concealed nozzles would bsafe andreliable option
in unmanned vessg|

SC 2. Nemoking signs

UCA 1. Passenger smokes on board and starts a fire
Potential causes

- Lack of respect to the law

- Intoxication

Redefining of the safety control

No smoking signs:

- Smoking is one of the most likalgasons for having firen passenger spaces. No smoking signs inf
passengers that smoking on board is not allowed

SC 3. Video surveillance system

UCA 1. Without active video surveillance the preventive factor cannot be achieved
Potential causes
- Lackof economic resources

UCA 2. Video is netreamedashore from the vessel in real time.
Potential causes

- Technical problem

- Lack of redundancy

- Lack of economic resources

UCA 3. There is no reaction to a situation captured in the video surveillance system
Potential causes

- Lack of commitment

- Work overload

- Lack of training and/or instructions

- Human machine interface limitations

UCA 4. Video surveillance does not perform properly

Potential causes

- Bad planning

- Problems in data transfer

- Technical problemwith the camera

- Lack of redundancy

- Lack of economic resources

- Power source malfunction

- Quality of the picture affected by weather conditions

- Different lighting conditionsavenot beentaken into consideration

Redefining of the safety control

Video survilance system:

- Awarenes®f the video surveillance system can prevent erratic passenger behaviour. With active mor
dangerous situations can be identifizad intervenedn reattime

- Reliable realime data transfer ashore @& essential part ofhe system if monit@d manually ashore

- Appropriate technical specifications of the system should be planned and implemented efficiently

- The video surveillance systéiself has to be efficiently monitored
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SC 4. Both automatic and manual fire alarm systems on the passenger spaces with direct access to remote
centres

UCA 1. Passengers on board have no easy and quick way to send alarm ahqéds#enger spaces
Potential causes

- Poor planning ofesselSsafety features

- Lack of economic resources

UCA 2. Smoke detecsare activated but no alarris given to thgpassengers
Potential causes

- Poor planning

- Malfunction

UCA 3. Alarm systems are not connected directly to the remote moniteintges and information about the
situation is not forwarded.

Potential causes

- Poor planning of vessé€kafety features
- Lack of economic resources

Redefining of the safety control

Both automatic and manual fire alarm systeémshe passenger spaces with direcintactto remote monitoring

centres:

- It is essential to get information about Srénmediately to remote monitoringentres. Dela in this
information endangethe whole rescue operation. In some cases, passengers may notice the fire earli
the automatic system and need to be able to send the alarm manually

- Passengers need to be informed about the activated alarm

SC 5. Use of inflammable and fire resistant matdénigassenger spaces

UCA 1. Flammable and rfire resistant materials allow é¢hfire to spread quickly
Potential causes

- Lack of economic resources

- Lack of knowledge

- Priority of passenger comfort

Redefining of the safety control

Use of inflammable and fire resistant materialpassenger spaces:

- The material used in passengpaces has significant effect in passenger safety in case of fire
- The amount of plastic should be kept low

SC 6. Possibility for the passengers to extinguish a fire

UCA 1Availableifefighting equipmenistoo complicated to be used by untrained people
Potential causes
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UCA 2. Firefighting equipment are not propethced missing or not ready for use.
Potential causes

- Vandalism

- Poor planning

- Poor maintenance

Rectfining of the safety control

Possibility for passengers to extinguishsfire

- Firefighting equipment on board should be easily available, simple, safe and easiptansained persos

- Equipment should be placed so that they cannot be easily tampegednside a cabinet with an alarm
opened
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Hazard 12. Unintended falling overboard

Hazard H12 Unintended falling overboard
Hazard effect/ Provide extra details regarditiie designated severity rating
description Unintended falling overboard from a vessel leads to man over board sitetidsalvage

operatiors, which can be difficult in case of unmanned vesaad often require outside
assistance.

The hazard can have negatiwgact on people. It can result in injuries or loss of hur
life.

Causal factors

Describe the hazard as system state. What conditions could influence the effecf
hazard occurrence?

- Children fallingpverboardunder or between bars in open reelingusttures
- Passengers sitting on the reeling

- Passengers reaching over the reeling

- Open embarkation/disembarkation doors or no doors at all

- Winter conditions (darknesg/eather and ice conditions)

Mitigation strategy

*Mitigation priority scale

Cost/Difficulty Priority (14)
-+S53a8S¢ RSaAdy 6A0K Low 4
reelinge.g. transparent inward curved plastic
- Vessel design with automated sliding door ty High 4
LI 2aSy3asSNI 3+ iSa oKAO
vessel is firmlynoored
- Manual alarm systemis passenger spaces a Medium 1
piers with direct contactto remote monitoring
centres
- Video surveillance systam Medium 3
- Passenger instructions on quay and on board Low 3
mob situatiors
- Remote monitoringcentres to calm down and  Medium/High 1-3
instruct people by voice after alasm
- Lifebuoys available Low 1
- Vessel to stop automatically in caseofan over Low 1
boardalarm
- Well planned and rehearsed procedsirsuitable Medium 1
equipment and clear roles betweeuthorities
for recovering gerson from the water
- Possibility for othe passengers to assist Medium 1
recovera per®n fromthe water
- Automatic warning message to be sent to { Low 1
surrounding vessels
Level | Description Detailed description
4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood that the hazard will occur
5 Control Reduct!on of the Iikelihopd that thg hazard results in an accident
1 Reduce Reduction of the daage if the accident occurs

Hazard 13. Intended jumping overboard

Hazard H13 Intended jumping overboard
Hazard effect/ Provide extra details regarding the designated severity rating
description Intended jumping overboard from a vessel leads to man beard situatios and salvage

operatiors. Thesecan be difficult ithe case of unmanned vessaindoften requires outside
assistanceThe hazad can have negative impact people. It can result in injuries or loss
human life.

Causal factors

Describe the hazard as system state. What conditions could influence the effect of the
occurrence?

- Vessel design with open reeling structure, too low reeling or a reeling enabling climb
- Jumping in case of emergency

- People jumping for diverse r&ans
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Mitigation strategy Cost/Difficulty Priority (14) *
4

-+5534S8t RSaAdy 6AGK Low
reelinge.g. transparent inward curved plastic.
- Manual alarm systemis passenger spaces al Medium 1

piers with direct contactto remote monitoring
centresand rescueentres

- Videosurveillance systesm Medium 3

- Passenger instructions on quay and on board Low 3
mob situatiors

- Remote monitoringcentres to calm down and Mediumhigh 1-3
instruct people by voice after alasm

- Lifebuoys available Low 1

- Vessdto stop automatically in case wé&nover Low 1

boardalarnsin orderto prevent persosgetting
into the propeller

Well planned and rehearsed procedsirg Medium 1
suitable equipment and clear roles betwe
authorities for recovering gerson from the

water Medium 1
- Possibility for other passengets assist or
recover a person frorthe water Low 1

Automatic warning message to be sent
surrounding vessels

*Mitigation  priority Level | Description Detailed description

scale 4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood that the hazard will occur
5 Control Reduction of the likelihood that the hazard results in an accident
1 Reduce Reduction of the damage if the accidesturs

STPA Analysfsombines hazards 12 and 13)

(1) Safety control
{/ wmd 8§
{/ nHo +S§
pier

SC 3. Manual alarm systems on the passenger spaces and piers with direct access to remote menitesiagd
rescuecentres

SC 4. Video surveillance syssem

SC 5. Passenger instructiongpgersand on board for mobituatiors

SC 6. Remote monitorimgntresto calm down and instruct people by voice after almrm

SC 7. Vessdb stop automatically in case of a man over board alarm

SC 8. Well planned and rehearsed proceg/sditable equipment and clear roles betweenhorities for recovering
a person from the water

SC 9. Possibility for other passengers to assist or recover pemsarthe water
SC 10. Automatic warning message to be sent to surrounding vessels

&A3Y 6 AU g Odnspareninwargcarved plastof A YO I 0 ¢

a
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(2) Detecting potentially Unsafe Controlled ActitSAs) and (3) redefining the safety control
{/ mo +SaasSt RSaAdy oAl Kg ahspaiedtiwardpiRvedipdagtiOt A YO I 6 f §

UCA 1. Vessel has an open reeling structuge forizontal bars with large gaps in between) that enabldisda
overboard

Potential causes

- Safety has not been properly taken into accoutihé@design

- Lack of economic resources

- Wish to have an attractive design (e.g.dghtseeingpurposes)
- Need to reduce weight of the vessel

UCA 2. Reeling structuresiasy to climb over
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Potential causes

- Safety has not been properly taken into accourtihé@design

- Lack of economic resources

- Easy way to get on board or off board in case of emergency

Redefining of the safety control

+53aSt RSaA3Ty gAlikKE Df 2NERpdreftiwanddayv@d pladtio:

- The best way to prevent man over board situations is to design yeapeksible or at least very difficult 1
jump or fall overboard from

- Emergencies have to be taken into account already in thal idésign phase

{/ nwod +S3aaSf RSaAdIy HAGK FdzizYFGSR af ARAYy3I R22N
moored

UCA 1. Vessel design with open ends like in cable ferries enables passengers to fall or jump overboard.
Potentialcauses

- Safety has not been properly taken into account in design

- Lack of economic resources

- Easy way to get @noard or offboard in case of emergency

UCA 2. If doors opet the wrong time passengesmay fall or jump over board
Potential causes

- Sensor ralfunction

- Intentional damaging of the door

Redefining of the safety control

+S53aS8f RSaA3ady HAGK Fdzi2YFGSR &t ARAYy3I R22NJ (&L)S

- Welldesigned door structure with pressure sensors etc.nieffective way to control the movement
passengers and prevent man over board situations

- Passenger safety in case of door malfunction has to be taken into account

SC 3. Manual alarm systemshe passenger spaces and piers with diceatactto remote monitoringcentres

UCA 1. Passengers on board have no easy and quick way to send alarm about man over board situation
Potential causes

- Poor planning of vess€kafety features

- Lack of economic resources

UCA 2. Alarm systerare not connected directly to remote monitoriregntres; information about the situation i
not forwarded

Potential causes

- Poor planning of vess€kafety features

- Lack of economic resources

Redefining of the safety control

Manual alarm systenis the passeger spaces and piers with direct access to remote monitoengesand rescue

centres:

- ltis essential to get the information about mob situasionmediately to the rescuers when someone falls
jumps into the water. Delayn this information endargys the whole rescue operation

SC 4. Video surveillance system

UCA 1. Man over board situatsre not noticed, because ther@re no video surveillance systsior monitoring
passenger safety on board

Potential causes

- Poor planning of vessékafety features

- Lack of economic resources

UCA 2. Video material from vessslnot monitored continuouslgautomatically omanually
Potential causes

- Lack of economic resources

- Lack of commitment
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UCA 3. Video material is raiteamedashore from vessgin real time
Potential causes

- Technical problem

- Lack of redundancy

- Lack of economic resources

UCA 4. There is no reaction to situasioaptured in the video surveillance system
Potential causes

- Lack of commitment

- Work overload

- Lack of training and/dnstructions

- Human machine interface limitations

UCA 5. Without active video surveillance the preventive factor cannot be achieved
Potential causes
- Lack of economic resources

UCA 6. Video surveillance does not perform properly

Potential causes

- Bad planning

- Problems in data transfer

- Technical problems with the camera

- Lack of redundancy

- Lack of economic resources

- Power source malfunction

- Quality of the picture affected by weather conditions

- Different lighting conditions have not been taken icdosideration

Redefining of the safety control

Video surveillance system:

- Ifaperson travels alone or falls over board without other passengers ndtieisgyuation can only be detecte
by technical means

- Reliable realime data transfer ashore @ essential part of the system if a human does the monitoring

- Existence of video surveillance can prevent erratic behaviour. With active monitoringsparsatso interfere
with the situatiors

- Technical specifications of the system should be plannedvgridmented efficiently

- The video surveillance systéself has to be monitored continuously

SC 5. Passenger instructions on quay and on board for man over board situation

UCA 1. Passenger instructions are poor or not easy enough to understand
Potentialcauses
- Poor planning

UCA 2. Passengers do not familiarize themselves with the instructions
Potential causes

- Positioning of the instructions

- Visual look of the instructions

- Language barrier

- Time constraint

- Wrong means for providing instructions

Redefiningf the safety control

Passenger instructions @iersand on board for man over board situation

- Other passengers on board are the best available resource in an emergency, if they know what to do

- Good passenger information is clear, simple and doeleae¢ place for misunderstandings

- If the information is visually interesting and the means for giviag itorrect, people are more likely to reag
listen or watclit.

SC 6. Remote monitoriegntresto calm down and instruct people by voice afterrakar
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by voice does not exist

Potential causes

- Poor planning of vess€kafety features

- Lack of economic resources

UCA 2. Connection betwegassed and the monitoringentres does not work
Potential causes

- Technical probles

- Lack of redundancy

UCA 3. The way of giving the instructions is not suitable and they are not followed on board
Potential causes

- Poor planning

- Psychological factors hamet been considered deg§penoughwhenplanning the messages
- Persomsin charge of the situation kranot been properly trained

Redefining of the safety control

Remote monitoringentresto calm down and instruct people by voice after aRrm

- Calming othe passengers is necessary in order to keep them functional and prevent irrational actio
make the situation worse. With detailed instructions, untrained people are able to perform operation
would not be able to do on their own

- Persoms giving instructions have to be well traineid the LSA functions as well ascrowd andcrisis
management

- Connectios between vessel and shoreveto be reliable andhere have to beedundarcies

SC 7. Vessel to stop automatically in case of man overdieard

UCA 1. The vessel is not programmed to stop in case of a mob alarm and person in the water gets into th
#3SaasSt Qa LINRLISE t SNJI

Potential causes

- Poor planning of vessékafety features

UCA 2. Persartannot be found again and/or the passermare not able to assist because the vessel has conti
on her route

Potential causes

- Poor planning of vess€kafety features

Redefining of the safety control

Vessedto stop automatically in case of man over board atarm

- Stopping the vessel withodelay after an alarm protects the person in the water and ensures that he/sh
get all available help

- The propeller of the vessel should be properly covered if the engines are running at the man over boa

SC 8. Well planned and reheargedcedures, suitable equipment and clear roles between authorities for recove
a person from the water

UCA 1. Assistance for recovering a person from the water takes too long to arrive
Potential causes

- Information abouthe situationhas notbeenrecewed or is not correct

- Boats or personnel are not available close enough

- ltis unclear who should respond to the situation

Redefining of the safety control

Well planned and rehearsed procedsjreuitable equipment and clear roles between authorities foovering a

person from the water:

- In man over board situatiarthere is no time for planning, only for wedhearsed action

- Manover board situations may happen in areas where there is no help available closemraiion between
authorities increases themountof available resources and speed up rescuing

SC 9. Possibility for other passengers or the vessel to assist or recover a person from the water
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from the water

Potential causes

- Highreelingg A i K2 dzi 'y& aSYSNEHSyOeée SEAGAE

UCA 2TheLSA equipment available are too complicated to be used by untrained people
Potential causes

- Lack of suitable equipment in the market

- Poor planning of vess€kafety features

- Lack of economic resources

UCA3. Without automatic LSA equipment operated by the vedseperson in the water may not get help
Potential causes

- Lack of suitable equipment in the market

- Poor planning of vessékafety features

- Lack of economic resources

Redefining of the safetpntrol

Possibility for other passengers or the vessel to assist or recover a person from the water:

- Autonomous vessgkhould be designed to protect people and keep them inside. However, there m
emergency exits and dees that can be used to pulparson on board from the water

- All LSAequipment on board should be easily available, simple, safe and easyfdo wsgained persoa

- Automatic LSA equipment such as lifebuoys, ladders, slides, ramps, or emergency lighting st
automatically actiated by the vessel

SC 10. Automatic warning message to be sent to surrounding vessels

UCA 1An aitonomous vessel does not inform the surrounding vessels about the mob situation and therefo
cannot assist.

Potential causes

- Poor planning ofesselSsafety features

- Lack of suitable means to infoother vessels

UCA 2. Autonomous vessel does not inform the surrounding vessels about the mob situation and another v
over the person in the water

Potential causes

- PoorplanningoS&dasSt oa al ¥Sde& FSI (dzNBa

- Lack of suitable means to infowther vessels

Redefining of the safety control

An auitomatic warning message to be sent to surrounding vessels:

- Other vessels in the area are most likely the fastest available assistance, Huhegliknow the situation
- Without information about the mob situation, they are an imminent danger to the person in the water

Hazard 14. Persons getting injured

Hazard H14 Persons getting injured

Hazard effect/ Provide extra detailegarding the designated severity rating

description Persors being injured may lead to medical emergeson board or orpiers.
The hazaed can have negative impact people. It can result in injuries or loss of hum
life.

Causal factors Describe the hazard aystem state. What conditions could influence the effect of

hazard occurrence?

- Slipping, tripping or falling

- Violence by other passenger

- Automatic doors with malfunction in the sensors

Mitigation strategy Cost/Difficulty | Priority (4) *
- Good lighting and air conditioning Low 3

48



- Unobstructed access and nslippery floor Low 4
materiak inpiersand the vessel
- Manual alarm systemis the passenger space Medium 1
and on piers with direct contact to remote
monitoringcentres
- Vessed re-route to the closest medics Medium 1
evacuation pier anttansmit ther positionto the
authorities
- Video surveillance systam Medium 3
- Passenger instructions on mend on board for Low 1
medical emergencies
- Remote monitoringcentres to calm down and Medium 1
instruct people by voice after alasm
- Well planned and rehearsed procedsiréor Low 1
medical evacuation
- Possibility for other passengers to give first aig Low 1
injured persos
*Mitigation priority scale Level | Description Detailed description
4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood that the hazard will occur
5 Control Reduction of the likelihood that the hazard results in an accident
1 Reduce Reduction of the damage if thecident occurs

Hazard 15. Person(s) medical condition

Hazard H15 Person(s) medical condition
Hazard effect/ Provide extra details regarding the designated severity rating
description If a pasengegets sick or has a seizure it may lead to a medical emergency on boar

apier.
The hazad can have negative impact people. It can result in injuries or loss of hu]
life.

Causal factors

Describe the hazard as system state. What conditions odludnce the effect of th
hazard occurrence?

- Movement of the vessel

- Heat

- Allergicreactiors

- Passengamot having necessary personal medication wigm

Mitigation strategy

Cost/Difficulty | Priority (4) *

- Good lighting and air conditioning Low 3

- Unobstructed access and nalippery floor Low 4
materiak in piersand vessel

- Manual alarm systemis passenger spaces ali Medium 1
piers with direct contactto remote monitoring
centres

- Vessed re-route to the closest medics Medium 1
evacuation pier anttansmit their positiorio the
authorities

- Video surveillancsystens Medium 3

- Passenger instructions on piensd on board for Low 1
medical emergencies

- Remote monitoringcentre to calm down and Medium 1
instruct people by voice after the alarm

- Well planned and rehearsed procedure Low 1
medical evacuation

- Possibility for other passengersgive first aid to Low 1
aninjured person
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*Mitigation priority scale Level | Description Detaileddescription
4 Eliminate Complete elimination of the hazard
3 Prevent Reduction of the likelihood that the hazard will occur
2 Control Reduction of the likelihood that the hazard results in an accident
1 Reduce Reduction of the damage if the accident occurs

STPA Analysfsombines hazards 14 and 15)

(1) Safety control

SC 1. Good lighting and air conditioning

SC 2. Unobstructed access and-slippery floor materials in piers and the vessel

SC 3. Manual alarm systeinghe passenger spaces am piers with direcicontactto remote monitoringcentre
and rescueentre

SC 4Vessels reoute to the closest medical evacuation pier and transmit their position to the authorities
SC 5. Video surveillance syssem

SC 6. Passenger instructions on piers and on board for memlieajencies

SC 7. Remote monitorimgntresto calm down and instruct people by voice after the alarm

SC 8. Well planned and rehearsed proceslimemedical evacuation

SC 9. Possibility for other passengers to gisedid to injured persan

(2) Detectingpotentially Unsafe Controlled Actions (UCAs) and (3) redefining the safety control

SC 1 Good lighting and air conditioning

UCA 1. Person cannot see obstructiandaccidentally falls
Potential causes

- Poor planning of lighgourcelocations and luminosity
- Obstructions create shadows

- Blackout

UCA 2. High temperatwsean trigger seizusor medical conditios
Potential causes

- Vessel design

- Blackout

- Inadequate AC system

- Power saving

Redefining of the safety control

Good lightingand air conditioning:

- Good lighting ensures that passergean move safely

- With proper temperature on boarghassengers remain calm and alert, and it reduces the risk of seizure
medical conditions

SC 2 Unobstructed access and-shppery floomaterials in piers and vessel

UCA 1The antrance to vessslis not level

Potential causes

- Pier and vessel entrargare notonthe same level
- Steps

UCA 1. Vessel or pier fleare coveredwith slippery coating anadpassenger falls
Potential causes

- poor planning

- Water, snow or ice on the floor

- Spill or litter

Redefining of the safety control

Unobstructed access and nstippery floor materials in piers and vessel

- Unobstructed access and nghippery floor material in piers and vessgisure that passenggcan move safely
in all weather conditions

SC 3 Manual alarm systemsgassenger spaces and piers with dioecttactto remote monitoringcentres
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UCA 1. Passengers on board have no easy and quick way to sesdhataige omedical emergencies

Potential causes

- Poor planning of vess€kafety features

- Lack of economic resources

UCA 2Alarm system are not connected directly to the remote monitoriragntres the information about the
situation is not forwarded

Potentialcauses

- Poor planning of vess€kafety features

- Lack of economic resources

Redefining of the safety control

Manual alarm systems on the passenger spaces and piers with direct access to remote moaitogng

- ltis essential to get the information alidbe medical emergency immediately to the authorities. Delay in
information endangers the safety of the patient

SC 4/essd re-route to the closest medical evacuation pier ar@shsmit their positiorto the authorities

UCA 1. If vessatontinue to the next planned pier there migrise adelay for patierdéto get the medical attentior
needed

Potential causes

- Poor planning and testing

- There is no alarm or information about the situation

- Software error

UCA 2. The information about teenergency pier does not reach the authorities or it is incorrect
Potential causes

- Poor planning and testing

- Conflicting information from different sources

Redefining of the safety control

Vessedre-route to the closest medical evacuation pier érahsmt their positionto the authorities

- The patient safety has to be prioritized and medical attention reached as soon as possible

- Special attention should be payed to the information flow and the planning of emergency harbours

SC 5. Video surveillansgstens

UCA 1A nedical emergency is not noticed, because there is no video surveillance system to monitor p4g
safety on board

Potential causes

-t 22N LI FYYAY3 2F @SaasStQa alFTSaie FSIGdNBa
- Lack of economic resources

UCA 2. Video material from thressel is not monitored continuousiutomatically omanually
Potential causes

- Lack of economic resources

- Lack of commitment

UCA 3. Video material is not transferred ashore from the vessel in real time.

Potential causes

- Technical problem

- Lack ofedundancy

- Lack of economic resources

UCA 4. There is no reaction to situasioaptured in the video surveillance systeem
Potential causes

- Lack of commitment

- Work overload

- Lack of training and/or instructions

- Human machine interface limitations
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UCA 5. Meo surveillance does not perform properly

Potential causes

- Bad planning

- Problems in data transfer

- Technical problems with the camera

- Lack of redundancy

- Lack of economic resources

- Power source malfunction

- Quality of the picture affected by weather caimlis

- Different lighting conditions are not taken into consideration

Redefining of the safety control

Video surveillance system:

- If a person travels alonsituatiors can only be detected by technical means

- Reliable realime data transfer ashore & essential part of the system if a human does monitoring
- Technical specifications of the system should be planned and implemented efficiently

- The video surveillance systéiself has to be monitored continuously

SC 6. Passenger instructiémsmedical emegencieson piers and on board

UCA 1. Passenger instructions are poor or not easy enough to understand
Potential causes
- Poor planning

UCA 2. Passengers do not familiarize themselves with the instructions
Potential causes

- Positioning of the instructions

- Visual look of the instructions

- Language barrier

- Time constraint

- Wrong means for providing instructions

Redefining of the safety control

Passenger instructions on piers and on board for medical emergencies:

- Other passengers on board are the best avail@seurce in an emergency, if they know what to do

- Good passenger information is clear, simple and does not leave place for misunderstandings

- If the information is visually interesting and the means for giviisgsuitable people are more likely to read
listen or watch it

SC 7 Remote monitorimgntresto calm down and instruct people by voice after alarm
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by voice does not exist

Potential causes

- Poor planning of vess€kafety features

- Lack of economic resources

UCA 2. Connection between vesseld the monitoringentres does not work
Potential causes

- Technical problem

- Lack of redundancy

UCA 3. The way of giving instructigat suitable and they are not followed on board
Potential causes

- Poor planning

- Psychological factors have not been considered lgegugh in planning the messages
- Persomsin charge of the situation has not been properly trained

Redefining of theafety control
Remote monitoringentresto calm down and instruct people by voice afi&rns:
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- Calming of passengers if necessary in order to keep them functional and prevent irrational actions th
the situation worse. With detailed instructionsittained people are able to perform operations they would
be able to do on their own

- Persoms giving instructions have to be well trainedthe medical first aid as well &s crowd and cris
management

- Connectios between vesssland shore heeto bereliable andnclude redundancies

SC 8 Well planned and rehearsed procestimemedical evacuation

UCA 1. Medical assistance takes too long to arrive

Potential causes

- Information about situatiosis not received or is not correct
- Boats or personnel areot available close enough

- ltis unclear who should respond to the situation

Redefining of the safety control

Well planned and rehearsed procedsifer medical evacuation:

- In medical emergencies, there is no time for planning, only forehedarsed action

- Medical emergencies may happen in areas where there is no help available clos®psraGon between
authorities increases themountof available resources and spaguthe process

SC 9 Possibility for other passengers to give first aid to injured person

UCA 1. There is no first aid equipment

Potential causes

- Poor planning

- Lack of economic resources

- Theyhave beerstolen

- They have not been replaced aftaving leenused

UCA 2. First aid equipment available are too complicated to be used by untrained people
Potential causes

- Poor planning

- Lack of economic resources

- Instructions are missing or bad

Redefining of the safety control

Possibility for other passengecsgive first aid to injured persen

- First aid equipment on board should be easily available, simple, safe and easiptansained persoa

- First aid equipment should be placed so that they cannot be easily tampegedside cabinetwith alarns if
opened

53



4.2.3 The representation of the initial safety management strategy for ferry A and B: step
five

The initial safety management strategy ferries A and B consists 73 safety controls, whiclhave
different approaches for mitigating ths definedhazards and for preventing and respling to the
10defined accidents

Table 2below presents thesafety controls their control logic principles and the risk they aim to

mitigate. The safety controls agrouped by the hazard hesafetycontrol typesare categorizedvith
colours: orange (contra@ that attempt to eliminate the hazard), yellow (contsdior reducingthe
likelihood that the hazard will occymreen (contradfor reducinghe likelihood that the hazard results
in an accident and blue (contradfor reducingthe damage if the accident oca)r

Table 2 Safety controls, control logic principles and the risks mitigagesliped by the hazards

Hazard 1. Object detection sensor error

Safety Control (SC

Control logic principle

Riks mitigated

1. Sensor systen
redundancy and diversity|

If one sensor fails the redundancy ensures th
is another sensor functioning. Theguipment
chosen to provide the redundancy has to
correct in order to provide the user with th
requiredinformation at all times

>Lack of information due to error in a single sensor
> Undetected sensor failure

> External or common causefailure affecing all
equipmentsimultaneously

1. UPS (hinterrupted
Power Source)

If there is a disturbance in the vessel pow
system the UPS can temporarily provide po
for the critical equipment. When the UPS setuly|
planned, installed and maintained properly, t
user can count on a reliable backup syst

> DOsturbancesin vessel§power systera affectvessel®
202500 RS
> The UPS does ngbrk ortakestoo long to switch on
> The capacity of the UPS is not sufficient to pro
power for the equipment

2. Appropriate heating|

By applying sensors with proper heating and|

> Equipment is not able to function properly in win

equipment set

cooling and cleanin¢ cooling systems it can be ensured that th conditions
systems function properly in alloperating conditions| >Equipment is not able to function profyedue to high
Prope automatic cleaning systemensure the| temperatures
appropriate function of the sensors outdoors | > Equipment lens is dirty
> Condensation inside equipment
3.Thorough When the equipment set is thoroughly tested a| > The equipment set has not been properly tested or
commissioning of certified (preferably by an independent body)| tested at all before operation

ensures thatthe equipment fution properly,
are compatible and the operation can be ry
safely.

4.  Appropriate  and
continuous on board
maintenance programs

By implementing m on board maintenance
program it can be ensured that all critical syste
remain functional at all times. A well plann
maintenance program covers all necessary af
on board and it is adjusted separately for eg
vessel. Mainteance done timely and accordin
to the program lg competent personnel ensureg
the smooth operation of the sensors.

> There is non boardmaintenance program

> The maintenance program does not cover
necessary elements and the life cycle of the hardw
> The maintenance program is natlléwed or the
maintenance is not done properly

5. Continuous system
diagnosis and  proo
testing

Ensures that the system functions as it shoy
Test design should be planned carefully {
updated after changes in the system in order
cover all the necessaryrfctions and recogniz{
problems. Possible effect on the operati
should be taken into accatiin the planning

> There is na@ontinuoussystem diagnosis and pro
testing

> Thecontinuoussystemdiagnosis and proof testing d
not cover all necessary functions

> The test is not able to recogeiproblems

1. Autonomous integrity
monitoring

A Well designed and up to date integri
monitoring system ensures that the data has 1
been damaged or manipulated

>There is no integrity monitoring
> Integrity monitoring gives wrong information

Hazard. Artificial Intelligence (Al) failure

Safety Control (S Control logic principle

Risks mitigated
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Thorough planning, testing and commissioning
Al software ensure that the software risbust
and free of errors. Applicable standards should
followed.

> Thorough planning, testing and commissioning o
are not done
> Insufficient planning, testing and commissioning of

6. Computer and softwarg
redundancy

Conputer and software redufancyensure the
availability of the Al functierat all times

> Computer breaks down and there is not computer
software redundancy

> Secondary computer does not take over in case
failure

1. UPS (Uninterrupted
Power Source)

If there is a disturdnce in the vessel powsg
systemthe UPS can temporarily provide pow
for the critical equipment. When the UPS setuj|
planned, installed and maintained properly, t
user can count on a reliable backup system

> Disturbances in vess@®wer systers affect vessel®
Al system@peration

> The UPS does not work or takes too long to switc
> The capacity of the UPS is not sufficienprimvide
power for the Al systemas long as needed or th
capacity in terms of power and/or energy of the UP
exceeded

7. Appropriate cooling fo
computers

In order to function properly all computg
components must be kept within permissif
operating temperature limits
Cooling syems should be selected carefully
Both the waste heat produced by the comput
components and possible external heat sosr
should be taken in to account.

> Computer does not function reliably due

overheating.

and
board

4.  Appropriate
continuous  on

maintenance programs

By implementing a maintenance program it g
be ensured that all critical systems remg
functional at all times. A wellplanned
maintenance program covers all necessary ai
on board and it is adjusted separately for eg
vessel. Mainteance done timely and accordin
to the program by competergersonnekensures
smooth operation. Special attention should
paid not only to properly timed software updat
but also to the updating process.

> There is non boardmaintenance program

> The maintenance program does not cover
necessary elements and théelicycle of the hardwarg
> The maintenance program is natléwed or the
maintenance is not done properly

> Software updates are not done and the system is

capable to correct detected issue:
> Software updates create inappropriate funcsionthe
system

> Software and hardware do not match

Robust system design should be able to iso
failures in the system anid let the rest of the
systemoperate

> Poorand/or missing datare not detected and cope
with
> Single point failuretakesthe wholesystem down

8. Appropriate systen
(software) design and
maintenance processes

Ensure that the system meets custom
expectations. Requires good communicat
between customes, sales people an
developers, but also good documentatiq
Special attention should be paid to revie
throughout the process and software verificati
at the end. Change management must not
forgotten.

> User requirements are not known or taken ir
account and the final product is not the expect
> System requirements are not clear for the develog
and do not cover reiant issues
> System design and system implementation do
meet expectations

> Software is not verified properly

> Change management is marking properly

3. Technical fault (e.g. mechanical failure)

Control logic principle

Risks mitigated

With redundancy in the systems the effect of t
single failure can be minimized. Redundancy
system integration should be taken into accol
alreadyin the planning stage réper testing and
commissioning of the system verifies that
critical systera have been identified. Changes
the system should be managed with a prog
protocol/ process.

> Sngle failurscan cause vessel operation to stop
> (itical equipment hanot been identified correctly
> Critical systems have been changed without prg
analysis of the effects on the system

The procss shoulde done in good cooperatiol
betweenthe designer, buyer, builder, supplie
and regulators. The autonomous status of {
vessel should be taken into account through {
process. New and efficient practices fq
commissioning and testing autonomousssel
systensshould be developed in cooperation wi
the relevant stakeholders.

> Autonomous operations have not been taken ir|
account in the whole system design

> Tests fail to recognize problewr potential fauls in
the systems

> The commissionirig not done thoroughly

9. Planned and predictiv
maintenance programs

With proper maintenance programs the safety
the vessel can be ensuredhe number of
technical faults minimizednd the life cyclef
technical systemsmaximized. Maintenancg
prograns have to take into account syste
interactions

> The system fails due to the lack of maintena
> The mintenance done is naif the right typeor it is
done pooly

> Maintenance programs fail to take into accoy
interaction between systems
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10. Distance monitoring
and fault detection of
technical systems

Safe and effective opetmn of autonomous
vessed require distance monitoring and failur
detection. Remote monitoring increases t
reliability of the operation anchinimizes ofhire

periods Without proper monitoring of the dat
quality, distare monitoring and fault detectior
systems cannot produce reliable information

> Vessel faults are not detected
> Distance monitoring and fault detection of techni
systensdo not work

4. Heavy weather/sea conditi® + 5. Strong currents

Safety Control (SC

Control logic principle

Risks mitigated

6. Corredy set and
followed operational
limits

Permanent operational limits set by shippi
compares and agreed between all the partig
involved ensure that operations are stoppe
before the safgy of the vessel is compromise
Vessel€features, capability to manoeuvre ar|
operating area should be consideredvhen

setting the operationallimits. When the limits

and automatic procedusefor situations when
the limits are crossedre programmedn vessel
systens, they are followed without the need t
make decision case by cadéhus they are no
exposé to human error. Sading an alarm to
remote monitoring centres, when limits are
crossel, acts as a double check in order to ens|
that the vessel is able to cease her operati
safely.

> Slipping compareshave not set opeational limits for
the vessel.

> Operational limits set by shipping comigarare too
high forsafe operation of vessel

> Operational limits set for vessate not followed.

11. Weather routing anc
constant weather and sej
state monitoring

Checking weather forecasts should always
part of route planning. Checking forecag
automatically agains the plan (also in the
permanent routes between two pointevery
time before departure ensures vessel safg
Constant automatic monitoring of weathgq
forecasts as well as local réiahe weather data
during the trip ensure the safety along the who
way. Receiving weather forecasfrom more
than one source gives redundancy and allq
comparisonWith preplanned alternative routeg
programmed to the system, vesselcan
automatically B re-routed safely when
necessary. Rmuting functiors should alwaybe
properly tested irthe commission stage.

> Environmental conditions are not taken into acco
when planning vessel rouge

> Weather and sea state are not constantly monito
when vessalarein operation
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environmental conditions require doing so.

12. Vessslequipped with
adequate environmenta
sensors for local
conditions

With proper equipment orboard (or along the
route), vessalare able to react also to sudde
local changes in the conditis. Aleady when
planning vessed, winter conditions and othe
local needsequipment characteristics require
in the areaaswell asredundancy needs shoul
be consdered carefully.

> Vessa are not equipped with adequate an
appropriate sensors in order toonitor localconditions
> There is not enough redundancy in environme
sensors

2. Keeping vessesteady
against the wind ang
waves, headingto an
emergency harbour ol
anchoring

If an unexpected weather change mak
continuing on the routeinsafe, automatic route
specific contingency actions (such as driving
minimum manoeuvringspeed against the win
etc. or rerouting vessedto a suitable emergenc
harbou) programmed to the system ar|
necessary precautions.

> In case that the weather/sea conditions chal
suddenly over the operational limits, vesseintinue on
their routes normally instead of choosing a safer opti
for the situation.

3. Knowledge of locq
currents and other loca|
environmental conditions|

Available information about local currents al
frequent weather conditions is a valuable tq
when planning vessel and ther routes.
Especially in archipelagdakes and rivers ther
can be strong local currents, places where
regularly forms or where the wave height rig
above normal

> Information about local curremt and local
environmental conditions in rivers and archipekiyas
not been gathered
> Information about local currents and log
environmental conditions Isanot been taken into
account when planning vessel rosite

4. Constant monitoring o
cumentsand adjusting the|
steering accordingly

Vessd reliably equipped to monitoaffecting
real time currens, automatically adjustg
steering accordingjywithout delay, are able to
manoeuvreand dock safg and smoothy.

> Therasno equipment available to monitor the curre
in real time

> Current monitoring systeswlo not function correctly
> Current monitoring information is not connected
the Al and steering equipmer]
> Too long delayin the steering system to react t
drifting.
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5. Constant monitoring
and predictions of vess€l
capability

With constant monitoring and prediction (
vesselQcapability, vesselare able to adjust
operationallimits and operation in general whe
necessary. There might be external or inter|
factors that require lowering the operation
limits temporarily.

> \essel capability is not monitore
> Information of vessel capability is not used to ad
the operational limits or operation.

6. Position reference equipment failure

Safety Control (SC

Control logic principle

Risks mitigated

7. Equipment (sensor
redundancy

If one sensor failsedundancy ensures there

another sensor functioning. System design m
includeadequate diagnosgfunctionsin order to

recognize sensor failures and perform the swi
over procedure when necessary. Equipment u
to provide redundancy should be completg
independent from one another to reduce the ri
of a common cause failure takiitglown at the

same time

>Lack of information due to error in a single sensor
> Sensor failue are not detected due to lack o
information from other equipment to be compared wi
> External or common cause failures take se

equipment down at the same time

6. Combinatios of
different types of local
and satellite position
reference systems

Gombination of local and satellite positig
reference systems provide reliable positi
information in differentonditions and locations
and help to detect possible errors in th
information

> Positioning is based on satellite positioning only
vessel e.g. loses her position in case of a satellite sy|
failure or poor satellite availability

> Satellite positioning reference equipment gi
incorrect inbrmation and there is no local positioni
information to compare it with
> Positioning is based on local position reference sygs
only and vesssk.g. lose position due to poor weath
conditins

13. Satellite positioning
equipment with jamming
detection and/or anti
jamming function

Jamming detection ensures that jamming
noticed andusers canswitch to local position
reference systemsAn ati-jamming function
reduces the risk of losingosition or receiving
wrong/inaccurate position information due t
GPS jamming.

> Vessa lose position
> Vessa receive wrong or
information dueto jamming

due to jammin
inaccurate positid

1. UPS (Uninterrupteq
Power Source)

If there is a disturbance in the vessel pow
system UPS can temporarily provide power fo
critical equipment. WheldPS setup is planne
installed and maintained properly, the user ¢
count on reliable backup system For GPY
systens a UPS with a quick switch on functior
critical. In case of power loss GPS equipn]
need to reacquire the position fix which may ta
several minutest worst cag

> Dsturbance in vessel® power systers affect
operation of vesselQ position reference equipmen
> The UPS does not work

> The UPS takes too long to switch on #m GPS
equipment needs to reacquire the position f
> The capacity of the UPS is not sufficient to pro
power for the equipment as longs needed or the
capacity in terms of power and/or energy of the UP
exceeded

14. Appropriate heating
cooling and cleaning
systems

By applying sensors with proper heating and|
cooling systems it can be ensured that th
function properly in alloperating conditions|
Applying sensors with automatic eahing
systems ensurethat they function properly|
outdoors

> Equipment is not able to function properly in win
conditions

> Equipment is not able to functipmoperly due to high
temperatures

> Equipment lenassare dirty

> Condensation inside equipment

15. Thorough installatior
and commissioning 0|
equipment set

Placing of GPS antersiaas to be optimal with
regards to sky view and distze to transmitting
radio equipment. Installations of the GP
antenna and cabling haveo be thoroughly
planned and performed by certified suppéieAn
unobstructed sensor head and antenna view
essential when using local position referer
systems When the equipment set is thoroughi
tested and certified (preferably by 4
independent body) it ensures that the equipme
functions properly, are compatible and th
operation can be run safely.

> GPS antenra have limited sky view
> GPS antensare placed too close to radio equipme
causing interference

> GPS antenda¢able length and amplification are n

optimized
> Local position reference syst&dsensor head o
antenna  view is blocked by obstacl

> Theequipment set has not been properly tested or 1|
tested at all before operation

16. Appropriate and
continuous on board
maintenance programs

By mplementing on board maintenanc
prograns it can be ensured that all criticg
systems remain functional at all times.wll-
planned maintenance program covers g
necessary areas on board and it is adjus
separately for each vessel. Maintenance dq
timely and accordingly to the program I
competent personnel ensures smooth operati

of the sensors

> There is no on board maintenangarogram
> The maintenance program does not cover

necessary elements and tliée cycle of the hardware
> The maintenance program is not follow
or the maintenance is not done properly
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17. Continuous system
diagnosis and  proo
testing

Continuoussysem diagnosis rad regular proof
testing ensurethat the systemfunctions,as it
should. Test design should be planned caref|
and updated after changes in the system in or
to cover all necessary functions and recogn
potential problems. Possible eéfs on the
operation caused by the testshould be taken
into account irthe planning

> There is n@ontinuoussystem diagnosis and pro
testing

> Thecontinuoussystem diagnosis and proof testing
not cover all necessary functions

> The test is not able to recognize problems

1. Autonomous Integrity
monitoring

Well designed and up to date integri
monitoring systermensure that the data has ng
been damaged or manipulated

> There is no integrity monitoring

> Integrity monitoring gives wrong information
> Integrity monitoring is not able to recognize spoofi
signals

7. Overloading of vessel

Safety Control (S

Control logic principle

Risks mitigated

With reliable passenger count, overloading
vessed and exceeding of maximum number
passengers can be avoidede®ystems haeto
take into account that people stay -oard,
people travel without tickes, wheelchairsand
families with children, bikes, baby strolleedc.
who cannot board vessed though passengel
gates Gates should not separatgarents and
children. Possible solutions for counting reliab|
could be e.g. automatic software and camg
systems that compare passenggoing in and
out, defining a boardingrocesses and boardin
areas on the pigr or emptying the vessq
completely before reloading

> There is no system to count the number of passen
on-board

> Passenger count systemis not reliable
> The passenger gatseparae family members (parent
and children)

By monitoring the ves€@l&im, list and drafthe
weight of the vessatan be calculatedPossible
solutions for calculating the weight are e
pressure sensors, echo sounsleand visual
reading of draft.

>\esselareoverloaded because there is no knowled

If stability calculations are not up to date tk
vessel opration maynot be safe and @ording
to regulations.

of weight of cargo ofvoard
> Cargaveighing systera arenot reliable

>The added weights are not recordg
>The recorded weights are inaccural

> The stability tests/calculations are not updated

There should always be reahe information
availableaboutvessel stability in order to operaf
safely. By programming the safety limits allow|
into the system, leaving a pier can be preven
in unsafe stability situations. With redundal
monitoring systems, unnecessary stops
operation or unsafe situations caused by
equipment malfunction can be minimized

>There is no system to monitor vessel stability
> Vessel does not leave pier even though the vess
loaded correctly

> The vessel leasve the pier overloaded
> There is only one monitoring system with
redundancy

8. Shifting of weights

Safety Control (SC

Control logigrinciple

Risks mitigated

18. Passenger instructior]
on guay and on board

Good passenger information is clear, simple
R2SayQt tSr@S LX I OS

information is visually intesting and the mean
for providing itare correctpeople are more likely
to read,listen toor watch it.

1 are poor or not easy enough to understand

> Passenger instructiomegarding weight distributior,

> Passengers do not familiarize themselves with
instructions

19. Design of vessel

With good ship designpassengerand cargo
movements and stability can be controlled.
example seating arrangements can be used
natural divides and the vessel can be designg
with a very high initial stability.

>The design does not prevent people from crowding
falling to one side fo vessed
>Vessetlists considerably in case obarding of people
onone side

> Cargo and storage spaces do not have
compartments that would prevent items fraghiftingto
one side of the vessel

When selecting firefighting systers to be
instaled on-board, stability and free surfacq
effect caused by the firefighting water should
taken into account.

> The use of large amowtf firefighting water createg
free surfaces and may endanger vessel stability.

Anti-healingsystens compensate for small heel
and increass the comfort and safetyof the
passenges. However, a possible malfunction

> Listing of vessetannot be corrected and it cause|
danger oriscomfort for the passenger

> Malfunctioning of the anti-heeling system may
endangerthe safety of the vessel
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the systemmust not be able to endanger th
safety of the vessel.

7. Remote monitoring
centres monitor vessel

Calming of pssengers isiecessary in order tg
keep them functional and prevent irration
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irrationally, becaus¢here is no systenfior instructing

stability and instruct| actions that make situati@worse. Wth detailed | people
people by voice i instructions, untrained people are able > Connectioabetween vessel and monitorirggntres
necessary perform operations they would not be able to ¢ do not work
on their own. Persagiving instructions have t¢ > The way of giving instructions is not suitable and t
be well trainedin basic ship stability as well § are not followed onboard
crowd and crisis management. Connectios
between vessel and shore hawebe reliable and
there have to beedundarcies
9. Flooding

Safety Control (SC

Control logic principle

Risks mitigated

14. Double hull and
compartments

A double hull and a compartmented structu
help autonomous vesseto maintainstability in
case of accidest

> Single hull allows large amounts of water to flood
spaces under the waterline very quickly if penetrat
> Vessallose stability due to the water moving freg
insidethe hull

15. Well planned and buil
piping system

Using double wall pipes and corretaterials for
pipes and connection pointdepending on the|
systens, male the piping systemresistant and
less likely to break. Good planning, buildi{l
testing, and oversight of the whole process m
piping systersreliable, easy to use and maintai

> Bursting of a single wall pipe allotie water (or other
liqguids) to lek to the spaces inside the hu
> Rigid metal piping breakssierdue to vibrations or
pressure shockhian other types of piping.

> Complex piping systems with many connection poi
are more likely to break and lea
> Thereare only systemdrawings and ngroduction
drawing and construction workershave to make
decisions about the details

8. Automatic monitoring
systens for tanks, pipes,
bilges, and cofferdams

Leaks ad bursts in hull and piping cabe
detected quickly by automatic monitoring|
systens. Incase of accidestvessel stability car
alsobe evaluated and possible actions planr
accordingly. However, he function of the
monitoring systeraneedsto be monitorel itself.

> |f an autonomous vesselithout an automatic
monitoring system for tanks, bilges and cofferdams
an accident, vessel stability problems andsjige leaks
cannot be detected.

> A burst pipe in the engine room is not noticed

20. Firefightig systems
that use very little water
or no water at all

Reduce the possibility that ffighting water
causes stability problems to vesseid therefore
allows systemmto be used as long as necessq
May damage vessel equipment less compare
a situaton whenlarge amounts of water aresed
in firefighting. One good option cout to use
aerosol system (potassium based) for fire
extinguishing and water mist systefar cooling

> Vessal lose stability due to large amowndf water
used in firefighting
> Firefighting water damages vessel equipment

21. Good
systenson deck

drainage

Remove water from the deck efficiently a
reduce possible stability problems. Wint
conditions have to be taken into account wh
planning drainage system

> Rainwater and sea spray flood the deck and weg
vessel stability due to the lack of efficient draing
systens

>The dainage systa isblocked bydirt or debris or by
ice in winter conditions

9. Effective bilge pumps

Keep the vessel afloat if there is water in t
engine room and gives time for evacuogti
passengersThey potect vessel equipment and
systems in case of floodinBump redundancy
and emergency power systaeraveto be taken
into account

> Bilge pumps are not effective enough to pump out
water coming in from a penetration in the h
> Bilge pump break and there is no redundan
> Bige pumps are not connected to the emerger,
power system

10. Ignition of electricaquipment and wiring

Safety Control (SC

Control logic principle

Risks mitigated

22. Thorough planning
and commissioning 0|
electrical equipment anq
wiring

Thorough planning and commissioning
electrical equipment and wiring ensure thhe
components, wiring and equipment chosen §
the correct ones for the actual use of the ves
and the installation and penetrations are do
properly. The testing of the electrical equipmeg
and wiring detects the possible faults in th
system

> \Wrong egipment and wiring or their installation cau
firesor causdiresto spread more rapidlghan normally
> Information usedin the planning stage does ng
correlate with the use of theystem

> Testing is poorly planned and done

23. Appropriate cooling
and heating for electrical
systems

By poviding appropriate cooling and heating f
electrical systemshe overheating and probins
caused by humidity can be prevented

> Overheating of the equipment breake equipment
or causes a fire

> Condensation causes a short circuit in electr
equipment
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24. Preventive|
maintenance programs

Preventivemaintenance programs are the be|
way to prevent ignition of electrical equipme
and wiring. By checking the cleanline
connections and proper function of th
protection equipment regularlythe risk of
ignition of electrical equipment and wiring can
reduced

> Dust in the equipment magsult in overheating ang
ignition

> Loose connections may result in overheating
ignition

> Malfunction of the circuit breakers or other protecti
componentse.g. arc protection system

16. Circuit breakers an|
fault current protection

Circuit breakers and fault current protectig
protect equipment and prevent the risk
ignition of the eletrical equipment and wiring

> Circuit breakardo not open or cut off the power

1. Automatic fire
extinguishing system|
inside electrical cabinets

Automatic fire extinguishing systems insi
electrical cabinets prevent spreading of fire te {|
surroundirg spaces and reducelamage to
equipment. Attention should be paid to defini
the capacity of the extinguishing system

> Without extinguishing systeninside cabinetsfires
can spread to surrounding spac
> Capacity of the extinguishing system is too sma
extinguish the fire

> Too larg capacity of the aerosol or gas extinguish
system builds up pressure and increases the fire ins
of extinguishingt.

2. Automatic fire
detection, alarm and
extinguishing systems i
engine spaces

Automatic and effective fire detection and alar
sydems provide ship systems and remd
operation centrs information about the
situation withoutdelay. Detector locations, typg
and number of detectors should be plann
carefully. Automatic extinguishing sysie are
the quickest and safest way to extirgjuengine
room fires in autonomous vessel Firefighters
may not be able to enter the engine spad
physically at all. Attention should be paid

choosing the right type of extinguishing sysse
and defining the right capacity for the space.

> Fire in enige spaces cannot be detectg
> Alarm systemiare not connected directlyto the
remote monitoringcentres; the information about the
situation is not forwarded

> Fire fighters may not be able to enter or extinguish
fire in the engine room

> Extinguishing systems are not capable to extinguis
fire

11. Passengestart

ingafire

Safety Control (SC

Control logic principle

Risks mitigated

10. Smoke detectors an
automatic fire
extinguishing systesnin
passenger spaces

Smoke detectors are the most suitable destoe
detect fires in passenger spaces. However, f{
use of flame detectors additionallyudd also be
considered. It is essential to get the informati
about fires immediately. Delay in this

information endanger the whole rescue
operation. When choosing extinguishing syste
for passenger spaces the safety of the passe

should be priorithumber one. For example, lo
pressure water mist systes with concealed
nozzles is asafe and reliable option in a
unmanned vessel

> Fire in passenger spaces is not deteg
> Extinguishing systems are not capable to extinguis
fire

25. No smoking signs g
piersand vessal

No smoking signs inform the passengers f
smoking on board is not allowed. Smoking is

of the most likely reasons for having $irm

passenger spaces

> Passengesmoke orboard and starts fire

11. Video surveillanct
systens

Existence of video surveillance can prev
erratic behaviour. With active monitoring
dangerous situationgan also be identified i
reattime and intervenedReliable realime data
transfer ashore ianessential part of the systen
if a human doeshe monitoring Appropriate
technical specifications of systenshould be
planned and implemented efficientiyvideo
surveillance systesn have to be efficiently
monitored.

> Without active video surveillance the preventive fag
cannot be achieved

> Video material is not transferred ashore from t|
vessel in real time.

> There is neeaction to situatioscaptured by the videg
surveillance system

> Videosurveillance does not perform properly

12. Both automatic ang
manual fire alarm system
in passenger spaces wi
direct access to remotg
monitoringcentres

It is essential to get information about firg
immediately to remote monitoringcentres.

Delag in this information endanger the whol
rescue operation. In some cases, passengers
notice fires earlier than automatic systesxand

need to be able to send alastmanually.
Passengers need to be informed about actival

alarnms

> Passengers dmoard hae no easy and quick way 1
send an alarm about fire in passengerspaces
> Smoke detectsfareactivated but there is no alarm fg
passengers

> Alarm systems are not connected directly to
remote monitoringcentres, the information about the
situation is not forwarded
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26. Use of inflammabl¢
and fire resistant
materials in passenger
spaces

The material used in passenger spaces
significant effecon passenger safety in case
fires. The amount of plastic should be kept low|

> Flammable and ndiire resistant materials allow th
fire to spread quidk

3. Possibility for the
passengers to extinguis
fires

Firefighting equipment on board should be ea
available, simple, safe and easy to use
untrained persoa The euipment should be|
placed so thait cannot be easily tampereaiith,
e.g.inside a cabinet with an alarm if opened

> Firefighting equipment available are too complical
to be usedor untrained people

> Firefighihg equipment are not properly locate
missing or not ready for use.

12. Unintended falling over board + I@ended jumping

over board

Safety Control (SC

Control logic principle

Risks mitigated

17. Vessel design wit|
Ot 2a4SR | yR
reeling e.g. transparent
inward curved plastic.

The best way to prevent mob situations is
design vessslfrom the beginningso that it is
impossible oat least very difficult to jump or fa|
overboard fronthem. Emergency situations hay
to be taken into accounalreadyin the initial
design phase.

> Vessahave an open reeling structure @ horizontal
bars with large gaps in between) thatow for falling
overboard.

>The eeling structure is easy to climb over

18. Vessel design wit|
automated sliding dor
type passenger gate
gKAOK R2yQi
the vessel is firmly
,moored

Welkdesigned door structuse with pressure
sensors etc. is an effective way to control {
movement of passengers and prevent man oy
board situations. Passenger safety in casgoor

malfunction has to be taken into accaun

> Vessel design with open ends like in cable faliess
for passenges  to fall/jump overboard
> |f the doors opemt the wrong time passenges may
fall or jump over board

4. Manual alarm system
in passenger spaces ar
piers with directcontact
to remote monitoring
centres

It is essentialo get theinformation about man
over board situatiors immediately to the
rescuers when sonome falls or jumps into the
water. Delagin this information endanger thg
whole rescue operation.

> Passengers dmard have no easy andiigk way to
send alarrsabout man @er boardsituatiors

> Alarm systemare not connected directly to the
remote monitoringcentres, the information about the|
situation is not forwarded

27. Video surveillancq
systens

If a person travels alone or falls over bog
without other passengersoticing, the situation
can only be detected by technical means. Relig
reaktime data transfer ashore @ essential part
of the system if monitoring is done by a hum
Existence of video surveillance can prev
erratic behaviour. With active monitoring

person can also interfere with  situat®n
Appropriate technical specifications of th
systens should beplanned and implementeq
efficiently. The video surveillance systehave
to be monitored continuously

> Man over board situatieare not noticed, because
there is no video surveillance system to moni
passenger safety onboard

> Video material from veebk is not monitored
continuously automatically or manually
> Video material is not transferred ashdrem vessed
in real time

> There is na@eaction to situatios captured by video
surveillance system
> Without active video surveillance the preventive faq
cannot be achieved

> Video surveillance does not perfopnoperly

28. Passenger instruetis
on piersand on board for
man over boardituation

Other passengers dioard are the best availabl
resource in emergency situatignif they know
what to do. Good passenger information is cle
AAYLX S 'y R  eR2padey Gar
misunderstandings. If the information is visug
interestig and the means for providing ate
correct people are more likely to reatisten to
or watch it.

> Passenger instructions are poor or not easy enoug
understand
> Passengers do not familiarize themselves with
instructions

5. Remote monitoring
centreto calm down and
instruct people by voice
after the alarm

Calming passengers if necessary in ordéetp
them functional and prevent irrational actior
that make the situation worse. With detailg
instructions, untrained people are able
perform operations they would not be able to
on their own. Persagiving instructions have t
be well trainedin LSA functions as well &s
crowd and crisis management. Connectisn
between vesssland shore hee to be reliable
andthere have to beedundarties

b tS2LXS 2y o62FNR LI yAO
irrationally, because thre is nosystem for instucting

people by voice

> Connectios between vesssland monitoringcentres

do not work

> The way of giving instructions is not suitable and {
are not followed onboard

6. Vessal to dop
automatically in case o
man over boardlarns

Stopping vesselwithout delay after an alarn
protects person in the water and ensures thg
they can get all available help. The propeller
the vessd should be properly covered if géh
engines are running at the man over boacéne

> \lesse$ are not programmed to stop in case of md
alarms and persos in the water get inb the moving
#SaasStQa LINRBLISEE SN

> Persos camot be found in the water and/or
passengers are not able to assist because the vesse
continued orher route.
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7. Well planned and
rehearsed procedus
suitable equipment ang
clear roles between
authorities for recovering
persors from the water

In man over boardituatiorsthere is no time for
planning, on} for wellrehearsed action. Ma
over boardsituations may happen in arewhere
help is not close by. Qiperation between
authorities increases themount of available
resources and speedp the rescuing.

> Assistance for recovering pers@mom the water takes
too long toarrive

8. Possibility for othel
passengers rothe vessel
to assist or recovera
personin the water

Even if vesselaredesigned to protect people an
keep them ingle, there must bemergency exity
and dewvies that can be used to pull a person
board from the water. All LSfuipment on
board shoulde easily available, simple, safe g
easy to usdor an untrained person. Automati
LSA equipment such as lifebuoys, ladders, sli
ramps, or emergency lighting should
automaticallyactivated.

> Vessdl Il and structure ardesigS R 42 & 3
the passenger onboardcannotassist or rescue anyon
from the water

> LSA equipment available are too complicatede
used by untrained people

> Without automatic LSAqeipment operated by the
vesselpersorsin the water may not get help

9. Automatic warning
message to be sent to
surrounding vessels

Other vessels in the areare most likely the
fastest available assistance, but only if they kr|
the situation. Without information about the
situation, they are an imminent danger
persorsin the water.

> Autonomous vessado not inform surrounding vesse
about man over boardsituatiors and thereforeother
vesselgannot assist.

> Autonomous vessado not inform sarounding vesselg
about the man over boarsituation and another vessg
runs over the person in the water

14. Persons getting injured + Medical condition

Safety Control (SC

Control logic principle

Risks mitigated

29. Good lightin@and air
conditioning

Good lighting ensures that passergesan move
safely. With proper temperature onboard,

passengers remain calm and alert, and it redu
the risk of seizures and medical conditions

> Persorcannot see an obstruction arfall accicentaly
> High temperature can trigger seizugeor medical
conditiors

19. Unobstructed acces
and nonslippery floor
materiab in piers and
vessed

Unobstructed access and nslippay floor
materiab in pies and vessal ensure that
passenges can move safely in all weathgq
conditions

> Entrance to vessel is not level
> Vessel or pier flosare made with slippery coating ar|
passengesfall

4. Manual alarm system:
in the passenger space
and pies with direct
contact to  remote
monitoringcentres

It is essential to get the information abo
medical emergeres immediately to the
authorities. Delayin this information endange
the safety of the patient

> Passengers dmard have no easy and quickyto
serd alarms  about medical emergencies
> Alarmsystens arenot connected directly to remotg
monitoring centres, information about the situation i
not forwarded

10. Vesssl re-route to
closest medical
evacuation pier and
transmits positionto the
authorities

Patient safety has to be prioritized and medi
attention reached as soon as possible. Speg
attention should bepaid to the information flow
and the planning of the emergency harbours.

> Vesses continue to next planned pier and there is
delay for the patient to get the medical attentig
needed.

> The information about the emergency does not re
the authorities or it is incorrect

27. Video surveillanc(
systens

If persors travel alone situatiors can only be
detected by technical means. Reliable teak

data transfer ashore ian essential part of the
system ifa human doethe monitoring Technical
specifications of systesishould be plannednd
implemented efficiently Video surveillance
systens haveto be monitored continuously.

> Medical emergeresarenot noticed, because there |
no video surveillance system to monitor passen

safety orboard
> Video material from vesselis not monitored
continuously automatically  or manually

> Video matedl is not transferred ashore from vess
in real time

> There is na@eaction to situatios captured by video
surveillance system

> Video surveillance does not perform properly

11. Passenger instructior
on quayand on board for
medical emergencies

Otherpassengers on boaatethe best available
resource iremergenges if they know what to do
Good passenger information is clear, simple

does noteave place for misunderstandings. If t
information is visudy interestirg and the meang
for providing itare correctpeoge are more likely|
to read, listerto or watch it.

> Passenger instructions are poor or not easy enoug
understand
> Passengers do not familiarize themselves with
instructions

5. Remote monitoring
centresto calm down and
instruct people by voice
after alarns

Calming of passengers if necessary in orde
keep them functional and prevent irration
actions that make situati@worse. With detailed
instructions, untrained people are able

perform operations they would not be able to ¢
on their own. Persagiving instructions have t
be well trainedin medical first aid as well as

crowd and crisis management. Connectisn
between vessel and shoreveto be reliable and

there have to beedundarties

B tS2LXS 2y o62FNR LIyAO
irrationally, because the system for instructirgpple by
voice does not exist

> Connectios between vesssland monitoringcentres

do not work

> The way of giving instructions is not suitable and
instructionsare not followed orboard
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12. Well planned and
rehearsed procedure foj
medical evacuation

In medical emergencies, there is no time
planning, only for wellehearsed action. Medicg
emergencies may happen in areas where hel
not close by. Goperation between authoritieg
increases thamountof available resources an
speed up the process.

> Medical assistance takes too long to arrive

13. Possibility for othel
passengers to give firg
aid to injured persos

First aid equipment on board should be ea
available, simple, safe and easy to use
untrained person First aid equipment should b
placed so thait cannot be easily tampereaiith,
e.g. inside cabinetwith alarnsif opened

> There is no first aid equipmeatailable
> First aid equipment availabigtoo complicated to be|
usedfor untrained people

Figure 1below presentghe types of safety controlsutilized for the prevention and responge the
defined accidentshown on the topof the table The types of safety controls are marked witie
same color codes as in Table. Each oded squareepresens a singlesafety control and the codes
H1-H14 show which hazattiese controlsare connected to in each accideBy connecting the hazard
number and the safety control number on theft-handside column, details of the safety control in
guestion can be found imable 2.

Figure 1 Safety control types utilized for prevention and response to defined accidents

Safety Contrdl Accident

(SC) 1 2,1 2,2 3 4 5 6 7 8 9 1

1 H1 H1 H1 H1 H1 H1 H1 H1 H1 H1 H1 H1 H1 H1 H1

2 H2 H1 H4  |H2 H1 H2H1  |H2H1H4 |H2 H4 |H2 H4 HAC

3 H2 H1 H4 H2 H1 H2 H1 H2 H1 H4 H2 H4 H2 H4 H11

4 H3 H1 H4  |H3 H1 H3 H1 H3H1H4 |H3 H4 |H3 H4 H1Z H1Z H1Z
5 H3 H1 H4 H3 H1 H3 H1 H3 H1 H4 H3 H4 H3 H4 H1Z H17Z H17Z
6 H4 H2 H4 H2 H2 H4 H2 H4 H4 H2 H4 H4 H2 H4 H1Z

7 H6 H2 H2 H2 H6 H2 H4 H2 H4 H2 H8 H1Z

8 H2 H2 H2 H2 H2 H2 H7 H9 H1Z

9 H3 H3 H3 H3 H3 H3 H7 H9 H1Z

10 H3 H3 H3 H3 H3 H3 H7 H11 H14 H14
11 H4 H4 H4 H4 H7 H11 H14 H14
12 H4 H4 H4 H4 H8 H11 H14 H14
13 H6 H6 H6 H6 H8 H14 H14
14 H6 H6 H6 H6 H9

15 H6 H6 | H6 H6 HO

16 H6 H6 H6 H6 H1C

17 Hé H6 H6 H6 H1z

18 H8 H1Zz

19 H8 Hi4 H14

20 H9

21 H9 )

22 Hic

23 H1C

24 Hic

25 H11

26 H11

27 H1z H14 H14

28 H12 : :

29 | ‘H12 H14 H14

Total SC 30 16 16 30 24 24 15 12 10 9 9

SC control strategy:

Attempt to eliminate the hazard

Reduce the |

ikelihood that the hazard will occur

Reduce the likelihood that the hazard results in an acc
Reduce the damage if the accident occur

Distribution ofthe safety controltypesbased on the mitigation approach the initial safety
management strategy for ferry A and$Bpresented in table.27 % of the controlfocuson
implementingactions, whichattempt to eliminate the hazard. 18 % thie safety controls focus on

implementing actions to reduce the likelihood that the hazard will result in an accident. 18 % of the

controls focus on implementing actiots reduce the damage if the accident occurs.
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Table3. Distributionof the safety control types used

Safety control mitigation approach

Safety controls

defined
Attempt to completely eliminate the hazard 19
Attempt to reduce the likelihood that the hazard will occur 29
Attempt to reduce the likelihood that the hazardsults in an 12
accident
Attempt to reduce the damage if the accident occurs 13
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5. Conclusions

This report presents a systematic hazard analysis faritire concept design phase of an autonomous
vesselTheprocessonsists ofifze different steps to elaborate a systematic analysis of hazards and to
define safety controls for mitigating and preventing the identified hazartiesesafetycontrols are

the basis of the initial safety management strategy of autonomous vesselshairdoperational
system.

The process suitablefor analysing hazards and proposing safety controls with a systematic approach
that covers the operational context of autonomous vesséhe process was applieth analysetwo
concepts of autonomous ferries operating in urban waterway$imand.As an outcome of the
process, ten accidents were defined and fifteen hazards identified. The result of the analysis is an
initial safety management strategy composed of 73 safstgtrols. The controls provide itemized
information that is relevanfor planning, desiging and construding autonomous vesseland their

entire operational system.

The process application promotes an anticipated involvement of different key stakehdtuers
planning the management of safety for autonomous vessels and their operational syStem.
implementation of the process produces initial itemizefbrmation, whichcan guide the initial design
process of autonomous vesselndtheir entire operational system. The aim is to initiate the design

of safety in the earliest conceptual design phase for engineering more efficient and safer autonomous
ferriesand systers.
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Appendx 1

The background and expertise areas for each paigiating expert

A: Master mariner and master of marine technology with over 14 years of seagoing experience as
marine officer, and about 5 years of experience from maritime administration as senior inspector and
marine safety investigator.

B: Senior remarcher with about 4 years of practical experience in quality and safety management of
maritime traffic and port logistics, and over 5 years of experience in the research of safety and risk
management practices implemented in the maritime industry.

C: Sipbuilding engineer with over 14 years of experience in ship design and technical management
in the maritime industry and about six years of experience from classification societies.

D: Design and production engineer with over six years of experiencej@stpmanager and director
in smart mobility and transport automation projects.

E: Sea captain with ten years of seagoing experience as marine officer and shipmaster, and 20 years
of experience in the maritime simulator training and simulator environmeevetbpment in a
maritime college.

F: Doctor of technology, specialized in control engineering, automation and system identification. The
expert has over six years of experience in the marine electric and automation industry and is currently
a manager ointelligent shipping in one of the leading technology companies in the field.

G: Doctor of philosophy specialized in positioning technologies. The expert has over ten years of
experience in the development of GNNS products and over four years of expeiterasearching
geodesy, geoinformatics, navigation, remote sensing and spatial data infrastructure.

H: Software engineer with over ten years of experience as designer of software and algorithms for
automation and energy domains. Specialized in criticell@ghreliability systems.

I: Naval architect with 14 years of experience in ship design and construction, and works currently as
managing director of a shipyard. The expert also has over 9 years of technical ship management
experience from a shipping cqrany.

J: Coast guard officer with a total of 28 years of experience of maritime search and rescue work, of
which seven years as a search and rescue mission coordinator.

K: Fire engineer with about ten years of rescue service experience specializedrisgéetions and
contingency planning in chemical sites and ports. Currently the expert works as leading fire inspector
in charge of developing control activities for the South West Finland rescue area.

L: Ship owner with over 20 years of experience in stapagement and practical ship operations, and
12 years of experience as ferry captain in the Finnish archipelago. The expert also acts as safety
manager (DPA) of a shipping company.

M: City risk manager with a masdntchame ofthedsafagyramde i n
security strategies and their implementation in one the largest cities of Finland.
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N: Master mariner with five years of seagoing experience as marine officer and 11 years of experience
as survival instructor in a maritime s#fetraining centre. The expert also has experience in
development and evaluation of marine lifesaving equipment.

O: Master mariner with three years of seagoing experience as marine officer and 10 years of
experience as simulator instructor and training ragar in a maritime college.

P: Master mariner with five years of experience in developing maritirdecamd solutions. The expert
currently works as CEO of a company focusing on maritime IT/ICT/loT/telematics and safety systems.

Q: Naval architect with\er five years of experience in the implementation of maritime safety
regulations for ship design and construction. The expert also has over 3 years of experience in
researching the interaction between sea ice and ship structures.

R: Chief engineer with 1ears of seagoing experience as marine engineer. The expert is also the
safety manager (DPA) in a shipping company specialized in operating public transportation routes in a
city area.
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